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HH #58

An organization wants to designate help desk personnel to assist with tickets that request the release of messages from the spam
quarantine because company policy does not permit direct end-user access to the quarantine. Which two roles must be used to
allow help desk personnel to release messages while restricting their access to make configuration changes in the Cisco Secure Email
Gateway? (Choose two.)

A. Help Desk User

B. Technician

C. Administrator

D. Quarantine Administrator
E. Read-Only Operator

_EE%: A\ D

TR

All users with administrator privileges can change spam quarantine settings and view and manage messages in the spam quarantine.
You do not need to configure spam quarantine access for administrator users.

Ifyou configure access to the spam quarantine for users with the following roles, they can view, release, and delete messages in the
spam quarantine:

-Operator

-Read-only operator

-Help desk user

-Guest

-Customuser roles that have spam quarantine privileges

These users cannot access spam quarantine settings.

https7//www.cisco.convc/en/us/td/docs/security/ esa/esal4-0/user guide/b ESA Admin Guide 14-0

/b_ESA Admin Guide 12 1 chapter 0100000.html?bookSearch=trueffcon 1624156

B #59

An engineer is configuring a Cisco ESA for the first time and needs to ensure that any email traffic coming from the internal SMTP
servers is relayed out through the Cisco ESA and is tied to the Outgoing Mail Policies.

‘Which Mail Flow Policy setting should be modified to accomplish this goal?

A. Exception List

B. Bounce Detection Signing

C. Connection Behavior

D. Reverse Connection Verification

IEf: C

fiR .-
httpss//www.cisco.comvc/en/us/support/docs/security/email-security-appliance/1 18136-qanda-esa-
00.html

HH #60
Refer to the exhibit. How should this configuration be modified to stop delivering Zero Day malware attacks?

A. Apply Prepend on Modify Message Subject under Malware Attachments.
B. Configure mailbox auto-remediation.

C. Change Unscannable Action from Deliver As Is to Quarantine.

D. Change File Analysis Pending action from Deliver As Is to Quarantine.

EfE: B

HR #6l1
An organization wants to use DMARC to improve its brand reputation by leveraging DNS records.

Which two email authentica tion mechanisms are utilized during this process? (Choose two.)



A. PKI
B. TLS
C. DKIM
D. DSTP
E. SPF

EfE: C. E
A -

Reference:

httpsz//www.cisco.comy/c/en/us/products/security/what-is-dmarc. html

SPF (Sender Policy Framework) and DKIM (DomainKeys Identified Mail) are two email authentication mechanisims that are
utilized during this process. SPF and DKIM allow the domain owner to publish DNS records that specify the authorized TP
addresses or hosts for sending emails from that domain and sign the messages with a cryptographic key to prove their authenticity
and integrity.

DMARC (Domain-based Message Authentication, Reporting and Conformance) is an email authentication standard that builds on
SPF and DKIM and allows the domain owner to publish DNS records that specify how receivers should handle messages that fail
SPF or DKIM verification, such as reject, quarantine, or none, and how to report back the results of DMARC validation.

The other options are not valid email authentication mechanisms that are utilized during this process, because they are not part of
DMARC standard.

References: [User Guide for AsyncOS 15.0 for Cisco Secure Emmil Gateway], page 11-2 and page 11-3.

P #62
Which two certificate authority lists are available in Cisco ESA? (Choose two.)

A. custom
B. default
C. demo
D. system
E. user

IEf#E: A.D

fR .-

* System: This is the default list of trusted certificate authorities that is provided by Cisco and updated automatically. It contains the
certificates of well-known and widely used certificate authorities, such as VeriSign, Thawte, and GoDaddy.

* Custom: This is the list of additional certificate authorities that you can add manually or import from a file. It allows you to trust
certificates that are issued by your own or third-party certificate authorities that are not included i the system list.

Reference: httpsy//www.cisco.convc/en/us/td/docs/security/esa/esal 1-1/user _guide/

b ESA Admin Guide 11 1/6 ESA Admin Guide 11 1 chapter 011000.htmif#task 1194859
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