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B #21

A department at your company wants access to the latest Al-powered features in Google Workspace. You know that Gemini offers
advanced capabilities and you need to provide the department with immediate access to Gemini's features while retaining control
over its deployment to ensure that corporate data is not available for human review. What should you do?
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A. Enable Gemini for the department's organizational unit and assign Gemini licenses to users in the department.

B. Monitor Gemini adoption through the administrator console and wait for wider user adoption before assigning licenses.
C. Enable Alpha features for the organization and assign Gemini licenses to all users.

D. Enable Gemini for non-licensed users in that department so they have immediate access to the free service.

EfE: A
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To provide a specific department with immediate access to Gemini's features in Google Workspace while maintaining control and
ensuring corporate data privacy, you need to enable Gemini for that department's organizational unit and assign the necessary
licenses to the users within that OU. This approach allows for targeted deployment and ensures that the features are used within the
governed Google Workspace environment.

Here's why option A is correct and why the others are not the appropriate solutions:

A . Enable Gemini for the department's organizational unit and assign Gemini licenses to users in the department.

Google Workspace allows administrators to manage services and features at the organizational unit (OU) level. By enabling Gemini
specifically for the OU of the department that needs it, you grant access only to those users. Assigning Gemini licenses ensures that
they have the required entitlements to use the advanced Al features. Importantly, when Gemini is enabled and used within a Google
Workspace account with the appropriate controls, the data generated is governed by Google Workspace's data privacy and
security commitments, ensuring corporate data is not available for human review in a way that compromises privacy. Administrators
have controls over how Gemini for Workspace interacts with organizational data.

Associate Google Workspace Administrator topics guides or documents reference: The Google Workspace Admin Help
documentation on "Turn Genni for Google Workspace on or off for users" (or similar titles) explains how to control access to
Gemini features at the organizational unit or group level. It also details the licensing requirements for Gemini for Workspace and how
to assign these licenses to specific users. Furthermore, documentation on "Data privacy and security in Gemini for Google
Workspace" outlines how user data is handled and protected when using these features within a Google Workspace environment,
emphasizing controls to prevent inappropriate human review of corporate data.

B . Monitor Gemini adoption through the admnistrator console and wait for wider user adoption before assigning licenses.

This approach delays providing the requested access to the department that needs Gemini immediately. Monitoring adoption might
be useful for broader rollouts, but it doesn't address the immediate need of the specific department.

Associate Google Workspace Administrator topics guides or documents reference: While the Admin console provides insights into
usage and adoption of various Google Workspace services, it doesn't serve as the primary mechanism for granting mitial access to
new features like Gemini for specific teams.

C . Enable Gemini for non-licensed users in that department so they have immediate access to the free service.

There isn't a "free service" of Gemini directly integrated within Google Workspace that bypasses licensing and organizational controls
in the way this option suggests. Gemini for Google Workspace is a licensed feature that needs to be enabled and assigned by the
administrator. Enabling features for "non-licensed users" in a corporate environment without proper governance is not a standard or
secure practice. It would likely mean users are accessing a consumer version of Gemini, which would not be subject to the same
data privacy and security controls as the licensed Google Workspace version, potentially exposing corporate data to human review
outside of the organization's policies.

Associate Google Workspace Administrator topics guides or documents reference: Google's documentation on Gemini for
Workspace clearly outlines the licensing requirements and the integration within the Google Workspace environment, emphasizing
administrative control over its deployment and usage.

D . Enable Alpha features for the organization and assign Gemini licenses to all users.

Enabling Alpha features for the entire organization carries significant risks as these features are still under development and may not
be stable or fully secure. Assigning Gemini licenses to all users when only one department needs it is an unnecessary cost and
expands the deployment before proper evaluation and targeted rollout. It also doesn't specifically address the need to limit access to
the requesting department initially.

Associate Google Workspace Administrator topics guides or documents reference: Google's guidelines on release channels (Rapid,
Scheduled, Alpha/Beta) strongly advise against enabling pre-release features like Alpha for production environments due to potential
mstability and lack of full support. Controlled rollouts to specific OUs are recommended for new features.

Therefore, the most appropriate action is to enable Gemini for the specific organizational unit of the requesting department and assign
Gemini licenses to the users within that OU. This provides immediate access while maintaining administrative control and ensuring
that the usage of Al features within the Google Workspace environment adheres to the organization's data privacy policies.

B #22

An end user informs you that they are having issues receiving mail from a specific sender that is external to your organization. You
believe the issue may be caused by the external entity's SPF record being incorrectly configured. Which troubleshooting step allows
you to examine the full message headers for the offending message to determine why the messages are not being delivered?

e A Use the Postmaster Tools API to pull the message headers.



¢ B. Use the Security Investigation Tool to review the message headers.
¢ (. Use the Email Log Search to directly review the message headers.
e D. Performan SPF record check on the domain to determine whether their SPF record is valid.

IEf#: C
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* Access Email Log Search: In the Google Admin console, navigate to Reports > Email Log Search.

* Perform Search: Enter the details of the missing email, such as sender and recipient information, and the date range.
* Review Results: Locate the specific email from the search results.

* View Message Headers: Click on the email to view detailed information, including the full message headers.

* Analyze Headers: Examine the headers to identify any issues with SPF records or other delivery problemns.
References:

* Google Workspace Admin Help - Email Log Search

* Google Workspace Admin Help - Trace Email with Email Log Search

HM #23

You have configured your Google Workspace account on the scheduled release track to provide additional time to prepare for new
product releases and determine how they will impact your users. There are some new features on the latest roadmap that your
director needs you to test as soon as they become generally available without changing the release track for the entire organization.
‘What should you do?

A. Create a new Google Group with test users and enable the rapid release track.
B. Establish a separate Dev environment, and set it to rapid release.

C. Ask Google for a demo account with beta access to the new features.

D. Create a new OU and tum on the rapid release track just for this OU.

Ef#: B
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Tip for large organizations: Select the Scheduled Release track for your production account. Then set up Rapid Release on a test
account to try new features before they're available to your users. https://support.google.comva/answer/172177

B #24

A user joined your organization and is reporting that every time they start their computer they are asked to sign in. This behavior
differs from what other users within the organization experience. Others are prompted to sign in biweekly. What is the first step you
should take to troubleshoot this issue for the individual user?

A. Reset the user's sign-in cookies

B. Confirm that this user has their employee ID populated as a sign-in challenge.

C. Verify that 2-Step Verification is enforced for this user.

D. Check the session length duration for the organizational unit the user is provisioned in.

IEf#: D
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The first step to troubleshoot this issue is to check the session length duration for the organizational unit the user is provisioned in.
Differences in session length settings can cause variations in how often users are prompted to sign in.

Go to the Admin console.

Navigate to Security > Settings.

Under Session control, check the session length settings for the organizational unit.

Adjust the session length duration if necessary to match the organization's standard setting,

Reference:

Google Workspace Admin Help: Control session length

B #25
The credentials of several individuals within your organization have recently been stolen. Using the Google Workspace login logs,
you have determined that in several cases, the stolen credentials have been used in countries other than the ones your organization



works in. What else can you do to increase your organization's defense-in-depth strategy?

A. Enforce higher complexity passwords by rolling it out to the affected users.

B. Implement an IP block on the malicious user's IPs under Security Settings in the Admin Console.

C. Use Mobile device management geo-fencing to prevent malicious actors from using these stolen credentials.

D. Use Context- Aware Access to deny access to Google services from geo locations other than the ones your organization
operates m.

IEfE: D
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* Access Context-Aware Access Settings: In the Google Admin console, navigate to Security > Context- Aware Access.

* Define Access Levels: Create access levels that specify the allowed geographical locations where your organization operates.
* Apply Access Levels to Apps: Apply these access levels to Google Workspace applications to ensure that access is restricted
based on the defined geographical locations.

* Configure Policies: Set policies that deny access to Google services from locations outside the defined areas.

* Test Configuration: Test the context-aware access settings to ensure they are working correctly and that unauthorized access
attempts from other locations are blocked.

* Monitor and Adjust: Continuously monitor the login activity and adjust the access levels as necessary to maintain security.
References:

* Google Workspace Admin Help - Context- Aware Access

* Google Workspace Admin Help - Setting up Context- Aware Access
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