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HPE Campus Access Switching Expert Written Exam Sample Questions
(Q100-Q105):
NEW QUESTION # 100 
The user's device is failing 802.1 Xwith EAP-TLS authentication. We know that theclient-side certificate is valid. What is the likely
cause of this issue? (Select two.)

A. The NAD is not able to communicate with DNS servers.
B. The user's device is using the wrong MAC address
C. The user's device is not configured to use the correct gateway.
D. There Is an EAP-type mismatch.
E. There is a problem with the ACL applied to the switch port

Answer: A,D

Explanation:
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The user's device fails 802.1X EAP-TLS authentication, but the client-side certificate is known to be valid.
We need two likely causes.
* EAP-TLS Process:Involves mutual certificate validation and TLS handshake between client and RADIUS server (proxied by
NAD).
* Causes (Client Cert OK):
* Server Certificate Issues: Client doesn't trust server cert (Untrusted CA, name mismatch, expired).
* EAP Type Mismatch:Client supplicant configured for different EAP type than RADIUS server policy.
* RADIUS Server Issues:Policy misconfiguration, user not found, internal errors.
* NAD <-> RADIUS Communication Failure:Switch cannot reach RADIUS server (IP connectivity, firewall, routing), incorrect
shared secret.
* Client Supplicant Misconfiguration:Incorrect identity, settings other than the certificate itself.
* Network packet loss.
* Analysis of Options (Select Two):
* A: Wrong gateway affects L3 post-authentication.
* B: ACL blocking EAPoL/RADIUS is possible but less common than config errors.
* C:EAP-type mismatch:A very common configuration error leading to failure.
* D: Wrong MAC address is irrelevant for EAP-TLS failure itself.
* E: NAD not able to communicate with DNS servers: DNS isn't directly involved in EAP-TLS.
However, if interpreted more broadly asNAD not able to communicate with the RADIUS server(due to IP routing, firewall, or
incorrect server address), this is a very common cause of failure.
* Conclusion:An EAP-type mismatch (C) is a prime suspect when basic certificate validity is assumed.
Failure of the Network Access Device (NAD - the switch) to communicate with the RADIUS server (E, interpreted broadly as
RADIUS reachability) is another major category of failure causes.
References:EAP-TLS (RFC 5216), 802.1X Troubleshooting Guides, ClearPass Documentation. This relates to "Troubleshooting"
(10%), "Security" (10%), and "Authentication/Authorization" (9%).

NEW QUESTION # 101 
You are configuring an HPE Aruba Networking Gateway Cluster with AOS-10. What is true about
802.1X functionality in combination with gateways? (Choose two.)

A. The gateways are used as a RADIUS proxy, while the AP is the authenticator.
B. The gateways act as RADIUS Proxy only in Tunneled and Bridged Mode.
C. The UDG remains fixed on L2-connected gateways but not on L3-connected gateways.
D. Users on L3-connected gateways need to perform a full authentication after re-associated on the AP.
E. Regardless of using gateways, the CoA message is always sent to the APs.

Answer: A,D

Explanation:
In L3-connected gateway designs, a full 802.1X authentication is required after AP re-association because session state is not
preserved across gateway re-association.
In AOS-10, the AP is the authenticator, but the gateway functions as the RADIUS proxy, forwarding requests to the RADIUS
server. This ensures centralized control and policy enforcement.

NEW QUESTION # 102 
Exhibit.
Acme Corp has VM workload running from ToR-1. and has noticed performancedegradation They suspect ToK-1 uplinks are
periodically overutilized. List valid reasons whyToR-1 uplinks 3re being overutilized based on the diagram. (Select two.)

A. Thecustomer has used the default MSTP region configuration
B. The VLAN to instance mapping is not the same on all switches.
C. Core-1 and Core-2 are not running the same firmware
D. ToR-1uplinks and downlinks are both running spanning-tree port-type admin-network.
E. Core-2 has been incorrectly configured as the root bridge

Answer: A,B

Explanation:
The question involves Acme Corp experiencing performance degradation due to overutilized uplinks from ToR-1 to Core-1 and



Core-2, with a diagram (not provided) indicating a potential MSTP (Multiple Spanning Tree Protocol) issue. The task is to identify
valid reasons for uplink overutilization.
* Analysis of Options:
* Option A:Incorrect. Incorrect root bridge configuration (e.g., Core-2 as root) may cause suboptimal paths but is not directly
linked to uplink overutilization without further context.
* Option B:Correct. Inconsistent VLAN-to-instance mappings across switches can cause MSTP to block unexpected ports,
funneling traffic through fewer uplinks and causing overutilization.
* Option C:Incorrect. Firmware mismatches may cause compatibility issues but are unlikely to directly cause uplink overutilization.
* Option D:Correct. Using the default MSTP region configuration (e.g., default region name and revision) across switches can lead
to all switches forming a single MSTP region, potentially causing suboptimal topology and uplink overuse.
* Option E:Incorrect. Running MSTP with admin-network port-type on uplinks and downlinks is not a standard cause of
overutilization; it's a specific port role.
* Why B and D are Correct:MSTP relies on consistent region configurations (region name, revision number, VLAN-to-instance
mappings) to create efficient topologies. If VLAN-to-instance mappings differ (Option B), switches treat each other as separate
regions, leading to blocked ports and traffic concentration on fewer uplinks, causing overutilization. Similarly, using the default MSTP
region configuration (Option D) without customizing the region name or revision can result in all switches forming a single region with
suboptimal spanning tree instances, potentially overloading specific uplinks. Both issues disrupt MSTP's ability to balance traffic
across redundant paths, aligning with HPE Aruba Networking's MSTP troubleshooting scenarios.
* Relevance to Certification Objectives:
* Network Resiliency and Virtualization (8%):Troubleshooting MSTP for redundancy and fault tolerance.
* Switching (19%):Diagnosing Layer 2 issues, including MSTP misconfigurations.
* Performance Optimization (6%):Remediating uplink utilization issues.
References:
HPE Aruba Networking AOS-CX Configuration Guide: MSTP Configuration, detailing region and VLAN mapping.
HPE7-A06Study Guide: Covers MSTP troubleshooting and optimization.
HPE Aruba Networking Technical Documentation: MSTP Best Practices and Troubleshooting.

NEW QUESTION # 103 
Refer to the exhibit.
You plan to replace a customer's old network equipment on AGG-SW1 and AGG-SW2 with CX
8325 in VSX and Edge-1 with CX 6200F. The customer's old network equipment is configured with industry-standard protocols.
You want to migrate the gateway functionality that would be supported with the old equipment for a seamless failover.
Which first-hop protocol can you use?

A. Configure the VSX SVI using the unicast IP address and vMAC.
B. Configure the VSX SVI using the VRRP matching VRID and virtual-ip.
C. Configure the VSX SVI using the active-gateway and vMAC matching the existing MAC.
D. Configure the VSX SVI using active-forwarding and vMAC matching the existing MAC.

Answer: B

Explanation:
Since the old network equipment is using industry-standard protocols for first-hop redundancy, the correct migration path is to
configure the new CX 8325 VSX pair with VRRP, matching the same VRID and virtual IP. This ensures seamless interoperability
and failover without requiring proprietary features like VSX active-gateway.

NEW QUESTION # 104 
Refer to the exhibit.
In the given example AGG-SW1 and AGG-SW2 use CX 8325 in VSX and Edge-1 with CX 6200F.
You want to avoid sub-optimal pathing and ISL traffic for the VSX and upstream routers R1 and R2.
What is the HPE Aruba Networking recommended solution for the SVIs on the VSX switches connected to R1 and R2?

A. Configure the VSX SVI using the active-gateway.
B. Configure the VSX SVI using the VRRP virtual-ip.
C. Configure the VSX SVI using the active-forwarding.
D. Configure the VSX SVI using the unicast IP.

Answer: A



Explanation:
In an AOS-CX VSX design, using active-gateway for SVIs ensures both VSX peers respond with the same virtual IP and virtual
MAC. This avoids asymmetric routing, sub-optimal pathing, and prevents unnecessary ISL traffic between VSX peers. It is the HPE
Aruba Networking recommended best practice for SVIs connected to upstream routers like R1 and R2.

NEW QUESTION # 105
......
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