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GIAC Certified Incident Handler Sample Questions (Q203-Q208):

NEW QUESTION # 203

Which of the following US Acts emphasized a "risk-based policy for cost-effective security” and makes mandatory for agency
program officials, chief information officers, and mspectors general (IGs) to conduct annual reviews of the agency's nformation
security program and report the results to Office of Management and Budget?
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A. The Electronic Communications Privacy Act of 1986 (ECPA)

B. The Fair Credit Reporting Act (FCRA)

C. The Equal Credit Opportunity Act (ECOA)

D. Federal Information Security Management Act of 2002 (FISMA)

Answer: D

NEW QUESTION # 204

John used to work as a Network Admnistrator for We-are-secure Inc. Now he has resigned from the company for
personal reasons. He wants to send out some secret information of the company. To do so, he takes an image file and
simply uses a tool image hide and embeds the secret file within an image file of the famous actress, Jennifer Lopez,
and sends it to his Yahoo mail id. Since he is using the image file to send the data, the mail server of his company is
unable to filter this mail. Which of the following techniques is he performing to accomplish his task?

A. Steganography
B. Web ripping

C. Email spoofing

D. Social engineering

Answer: A

NEW QUESTION # 205

You work as an Incident handling manager for a company. The public relations process of the company includes an event that
responds to the e-mails queries. But since few days, it is identified that this process is providing a way to spammers to perform
different types of e-mail attacks. Which of the following phases of the Incident handling process will now be mvolved in resolving this
process and find a solution?

Each correct answer represents a part of the solution. Choose all that apply.

A. Eradication
B. Identification
C. Recovery

D. Preparation
E. Contamination

Answer: A,C,E

Explanation:
Section: Volume B

NEW QUESTION # 206
Which of the following keyloggers cannot be detected by anti-virus or anti-spyware products?

A. Software keylogger
B. Hardware keylogger
C. Kemel keylogger

D. OS keylogger

Answer: B

NEW QUESTION # 207
You want to scan your network quickly to detect live hosts by using ICMP ECHO Requests. What type of scanning will
you perform to accomplish the task?

e A TCP SYN scan
e B. XMAS scan
e C. Ping sweep scan



e D. Idle scan

Answer: C

NEW QUESTION # 208
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