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EC-COUNCIL EC Council Certified Incident Handler (ECIH v3) 212-89
Priifungsfragen mit Losungen (Q34-Q39):

34. Frage
An incident handler is analyzing email headers to find out suspicious emails.
Which of'the following tools he/she must use in order to acconplish the task?

¢ A. Gophish
¢ B. Barracuda Email Security Gateway
¢ C. SPAMfighter

Antwort: B

Begrindung;

The Barracuda Email Security Gateway is designed to manage and filter inbound and outbound emil traffic to protect organizations
from email-borne threats and data leaks. As an incident handler analyzing email headers to find out suspicious emails, using a tool
like the Barracuda Email Security Gateway would be appropriate. This tool can help identify and block spam, phishing, malware,
and other malicious email threats, making it easier to focus on analyzing potentially harmful emails more closely.

35. Frage
Which of the following is NOT one of the techniques used to respond to insider threats:

A. Placing malicious users in quarantine network, so that attack cannot be spread
B. Blocking malicious user accounts

C. Preventing malicious users from accessing unclassified information

D. Disabling the computer systens from network connection

Antwort: C

36. Frage
An adversary attacks the information resources to gain undue advantage is called:

A. Electronic Warfare

B. Offensive Information Warfare
C. Defensive Information Warfare
D. Conventional Warfare

Antwort: B

37. Frage

Alice is an incident handler and she has been informed by her lead that the data on affected systems must be backed up so that it can
be retrieved if it is damaged during the incident response process. She was also told that the system backup can also be used for
further mvestigation of the incident. In which of the following stages of the incident handling and response (IH&R) process does
Alice need to do a complete backup of the infected system?

A. Incident recording
B. Incident triage

C. Eradication

D. Containment

Antwort: D

Begrindung;
In the incident handling and response (IH&R) process, backing up the data on affected systems is a critical step that usually falls
under the Containment phase. The Containment phase is crucial for limiting the scope and severity of an incident, ensuring that it



does not spread further or affect additional systerrs. Backing up affected systems during containment is essential for several reasons:
it preserves a snapshot of the system in its current state for forensic analysis, ensures that data is not lost if the system needs to be
wiped or altered during the response process, and helps in the recovery process if data is corrupted or lost.

By performing a complete backup of'the infected system during the Containment phase, Alice ensures that there is a reliable copy of
all data and system states before any major actions, such as eradication or deeper forensic analysis, are taken. This step is also
preparatory for the potential use of the backup in analyzing how the incident occurred and in restoring system functionality after the
mncident is resolved.

References:EC-Council's Certified Incident Handler (ECTH v3) courses and study guides highlight the importance of the
Containment phase in the IH&R process, including the practice of backing up affected systens to prevent data loss and to aid in the
investigation and recovery processes.

38. Frage
Identify a standard national process which establishes a set of activities, general tasks and a management structure to certify and
accredit systens that will maintain the information assurance (IA) and security posture of a system or site.

A. NIASAP
B. NIPACP
C. NIAAAP
D. NIACAP

Antwort: D
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