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CheckPoint Check Point Certified Threat Prevention Specialist (CTPS)
Sample Questions (Q17-Q22):

NEW QUESTION # 17
Task: Disable high-performance impact protections temporarily during maintenance.

Answer:

Explanation:

See the Explanation. Explanation:

1- Go to IPS Protections.

2- Filter by "Performance Impact: Critical or High."
3- Select all > Action > Set to "Inactive" or "Detect."
4- Tagas "Temporarily Disabled."

5- Schedule to revert after maintenance.

NEW QUESTION # 18
Task: Test action taken for suspected bot-infected host.

Answer:

Explanation:

See the Explanation. Explanation:

1- Generate outbound suspicious DNS request (e.g,, using simulated botnet domain).
2- Review logs in SmartConsole > blade:"Anti-Bot".

3- Confirm whether the connection was blocked or allowed.

4- Validate host quarantine action, if configured.

5- Check endpoint if agent alerts were triggered.

NEW QUESTION # 19
Task: Enable "Update Automatically" for IPS database.

Answer:

Explanation:

See the Explanation. Explanation:

1- Go to Threat Prevention > Updates in SmartConsole.

2- Enable "Check for updates automatically."

3- Set interval (e.g., every 6 hours).

4- Tick "Install updates automatically” with warning prompt.
5- Click OK, publish, and monitor update logs.

NEW QUESTION # 20
Task: Disable Anti-Virus scanning temporarily for troubleshooting,

Answer:

Explanation:

See the Explanation. Explanation:

1- In SmartConsole > Gateway Properties > Threat Prevention.
2- Uncheck "Anti- Virus" blade temporarily.

3- Publish and mstall the policy.

4- Re-enable it post-testing following the same steps.

5- Confirm with cpstat antimalware.



NEW QUESTION # 21
Task: Use SmartConsole to verify that the correct profile is applied to gateway traffic.

Answer:

Explanation:

See the Explanation. Explanation:

1- Generate traffic that matches the Threat Prevention rule.

2- Go to Logs & Monitor, search by source/destination.

3- Confirm the Profile name in the log entry under Threat Prevention details.
4- Cross-reference with the rule base.

5- Adjust rules if wrong profile is triggered.

NEW QUESTION # 22
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