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Cisco Securing Email with Cisco Email Security Appliance 300-720
Priifungsfragen mit Losungen (Q122-Q127):

122. Frage
Refer to the exhibit.

‘Which additional configuration action must be taken to protect against Directory Harvest Attacks?

A. Inthe Listener Settings, modify the LDAP Queries configuration to use the Work Queue

B. In the mail flow policy, configure Directory Harvest Attack Prevention.

C. When LDAP Queries are configured, Directory Harvest Attack Prevention is enabled by default.
D. In the LDAP Server profile, configure Directory Harvest Attack Prevention

Antwort: B

Begriindung;

To protect against Directory Harvest Attacks, the administrator must configure D irectory Harvest Attack Prevention in the mail flow
policy that applies to the listener. This will enable the Cisco Secure Email Gateway to reject or throttle messages that are sent to
mvalid recipients by checking the LDAP server for valid email addresse s. References : [Cisco Secure Email Gateway Administrator
Guide - Configuring Directory Harvest Attack Prevention]

123. Frage

A Cisco ESA administrator has noticed that new messages being sent to the Centralized Policy Quarantine are being released after
one hour. Previously, they were being held for a day before being released.

What was configured that caused this to occur?

A. The retention period was changed to one hour.

B. The threshold settings were set to override the clock se ttings.
C. The threshold settings were set to defaut.

D. The retention period was set to default.

Antwort: D

Begrindung;

You can configure Policy, Virus, and Outbreak Quarantines in any one of the following ways:

Choose Quarantine > Other Quarantine > View > +.

Choose Monitor > Policy, Virus, and Outbreak Quarantines and do one of the following,

Click Add Policy Quarantine.

Keep the following in mind, changing the retention time of the File Analysis quarantine from the default of one hour is not
recommended.

https//www.cisco.comv/c/en/us/td/docs/security/esa/esal4-0/user_guide/b ESA Admin Guid e 14-0

/b_ESA Admin Guide 12 1 chapter 011111.htmlI?bookSearch=true

124. Frage
An analyst creates a new content dictionary to use with Forged Email Detection.
‘Which entry will be added into the dictionary?

* A, mycompany.com
e B
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