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PR #95
Which of the following is a protocol frequently used with loT devices to communicate with a gateway?

e A SSH
e B.ICMP
e C.RPC
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ZE: D

it BB -

MQTT (Message Queuing Telemetry Transport) is widely used for IoT device-to-gateway communication because it is lightweight,
efficient, and designed for unreliable or low-bandwidth networks-common conditions for sensors and embedded devices. MQTT
uses a publish/subscribe model where devices publish telemetry data (temperature, humidity, status) to topics, and gateways or
cloud services subscribe to those topics. This decouples senders and receivers, improves scalability, and supports asynchronous
messaging- key design considerations emphasized in Cloud+ CV0-004 objectives around selecting appropriate communication
protocols and integrating cloud services with edge/IoT workloads. MQTT also supports QoS levels (delivery guarantees), retaned
messages, and persistent sessions, which help ensure data delivery despite intermittent connectivity.

By contrast, ICMP is primarily used for network diagnostics (ping/traceroute), not application telemetry. RPC is a general method
for invoking procedures remotely, but it is not the most common lightweight IoT gateway protocol compared to MQTT. SSH is
used for secure remote administration, not continuous sensor messaging.

Therefore, MQTT best fits loT-to-gateway communication requirements.

P& #96

A developer at a small startup company deployed some code for a new feature to its public repository. A few days later, a data
breach occurred. A security team investigated the incident and found that the database was hacked. Which of the following is the
most likely cause of this breach?

A. Database core dunmp

B. Hard-coded credentials

C. Unpatched web servers

D. Conpromised deployment agent

ZX: B

i RE S -

Hard-coded credentials within code, especially when deployed in a public repository, are a common security vulnerability. If
credentials such as passwords or API keys are embedded in the code, anyone with access to the repository can potentially use them
to gain unauthorized access to databases or other sensitive resources. This is a likely cause of the data breach in the scenario
described. Reference: CompTIA Securityt+ Guide to Network Security Fundamentals by Mark Ciampa.

FIRE #97
A cloud engmneer is troubleshooting an application that consumes multiple third-party REST APIs. The application is randomly
experiencing high latency. Which of the following would best help determine the source of the latency?

A. Enabling tracing to detect HI'TP response times and codes
B. Configuring an API gateway to track all incoming requests
C. Configuring centralized logging to analyze HTTP requests
D. Running a flow log on the network to analyze the packets

BE: A

fE R A -

Enabling tracing in the application can help determine the source of high latency by providing detailed information on HTTP request
and response times, as well as response codes. This can identify which API calls are experiencing delays and contribute to overall
application latency, allowing for targeted troubleshooting and optimization.

IR #98

A DevOps engineer is performing maintenance on the mail servers for a company's web application. Part of this maintenance
includes checking core operating system updates. The servers are currently running version

3.2 of'the operating system. The engineer has two update options-one to version 4.1 and the other to version

3.7. Both versions are fully supported by the operating system manufacturer. Which of the following best describes the action the
engmneer should take?



A. Upgrade to 4.1 on one production server at a time.

B. Read the release notes on version 4.1.

C. Upgrade to 3.7 in the development environment.

D. Schedule a maintenance window and upgrade to 3.7 in the production environment.

ER: C
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Before making any updates to the production environment, the best course of action is to perform the update in a development or
testing environment. Upgrading to version 3.7, which is a mnor update, is generally less risky and should be tested first to ensure
compatibility and stability before considering the major update to version 4.1.

The process of updating and maintaining servers, including the validation of updates in a non-production environment, is part of the
technical operations management covered in CompTIA Cloud+.

FI&E #99
A cloud engneer wants to run a script that increases the volume storage size if it is below 100GB.
‘Which of the following should the engineer run?

A.C
B. A
C.D
D.B

ZX: B
fERER

The correct script is Option A, which uses a conditional test to check if the volume size is less than 100GB. If'it is, then it performs a
resize operation; otherwise, it outputs a message indicating the volume is already the desired size.
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