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Palo Alto Networks XSOAR-Engineer Exam Syllabus Topics:

Topic Details

Topic 1

Use Case Planning and Development: This domain focuses on designing security use cases through incident
and indicator lifecycle management, field and layout customization, classifier and mapper configuration,
incident creation methods, pre
post-processing, and incident type configuration with playbooks, layouts, SLAs, and lists.

Topic 2
Playbook Development: This domain addresses automation through playbook creation including task
configuration, context data manipulation, various task types, sub-playbooks with looping, filters and
transformers, debugger usage, built-ins and scripts, automation script creation, and job management.
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Topic 3

Planning, Installation, and Maintenance: This domain covers system setup and administration including
authentication configuration, engine deployment, dev
prod environment planning, Marketplace pack management, integration instance configuration, and system
maintenance.

Topic 4
Threat Intelligence Management: This domain focuses on threat intelligence operations including indicator
creation and configuration, indicator relationships, enrichment with source reliability, external intelligence
sharing, and exclusion list management.

Topic 5
Incident Interactions and Reporting: This domain covers incident operations including states and actions,
War Room activities, incident relationships, and dashboard and report configuration for metrics and
visualization.

Palo Alto Networks XSOAR Engineer Sample Questions (Q177-Q182):
NEW QUESTION # 177 
An administrator wants to send an email via the Mail Sender integration. Which of the following out of the box methods would be
used for that?

A. common automation script
B. XSOAR shared agent
C. external integration command
D. XSOAR D2 agent

Answer: C

NEW QUESTION # 178 
Which two advanced attributes can be applied to incident fields when editing? (Choose two.)

A. Change field name
B. Change field type
C. Set a field trigger script
D. Associate to an incident type

Answer: C,D

Explanation:
Reference: https://docs.servicenow.com/bundle/quebec-it-service-management/page/product/incident-
management/reference/incident-management-properties.html

NEW QUESTION # 179 
After enriching a username using Active Directory, an engineer would like to send an email to the user's manager. However, this
functionality is not part of the command output. The engineer checks with raw- response=true and notices that the manager's email is
returned, but not saved in the context.
How can the engineer save the data so it will be accessible?

A. Mark ignore output = true
B. Use extend-context
C. Use raw-response = save
D. Mark ignore input = true

Answer: B

Explanation:
Reference: https://docs.paloaltonetworks.com/cortex/cortex-xsoar/5-5/cortex-xsoar-admin/playbooks/extend- context/extend-
context-using-the-command-line.html



NEW QUESTION # 180 
Which two options may be added when a content pack is being installed? (Choose two.)

A. Roles
B. Lists
C. Indicator layouts
D. Other content packs

Answer: A,B

NEW QUESTION # 181 
When uploading content, which two options could the upload include? (Choose two.)

A. Reports
B. Fields
C. Indicators
D. Incidents

Answer: C,D

NEW QUESTION # 182
......
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