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NEW QUESTION # 108 
What principle states that individuals should only have the minimum set of permissions necessary to carry out their job functions?

A. Separation of privileges
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B. Job rotation
C. Two person control
D. Least privilege

Answer: D

NEW QUESTION # 109 
Exhibit.

What kind of vulnerability is typically not identifiable through a standard vulnerability assessment?

A. Buffer overflow
B. Cross-site scripting
C. Zero-day vulnerability
D. File permissions

Answer: C

NEW QUESTION # 110 
An agreement between a cloud service provider and a customer based on cloud-specific terms is called:

A. Service Level Agreement (SLA)
B. All
C. Memorandum of Understanding



D. Memorandum of Agreement

Answer: A

Explanation:
AService Level Agreement (SLA)defines availability, performance, responsibilities, security controls, and incident response
expectations between cloud providers and customers.

NEW QUESTION # 111 
Which is an authorized simulated attack performed on a computer system to evaluate its security.

A. Regression Testing
B. Penetration test
C. Automated Testing
D. Security Testing

Answer: B

NEW QUESTION # 112 
Which common cloud service model offers the customer the most control of the cloud environment?

A. Software as a service (SaaS)
B. Lunch as a service (LaaS)
C. Infrastructure as a service (IaaS)
D. Platform as a service (PaaS)

Answer: C
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