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B #227
Metrics which govern the contractual obligations of cloud service are found in:

A. Operational Level Agreement(OLA)
B. Service Level agreements(SLA)

C. Contract itself

D. Service Book

IEf#: B

AR :
The SLA s the list of defined, specific, numerical metrics that will used to determine whether the provider is sufficiently meeting the
contract terms during each period of performance.

R #228
Which of the following authentication is most secured?

A. Bio metric Access

B. Username and encrypted password
C. Active Directory

D. Multi-factor Authentication

IEf#: D

A -

All privileged user accounts should use multi-factor authentication(MFA). If possible, all cloud accounts(even individual user
accounts) should use MFA. It's one of the single most effective security controls to defend against a wide range of attacks. This is
also true regardless of the service model: MFA is just as important for SaaS as it is for [aaS.

Reference: CSA Security GuidelinesV.4(reproduced here for the educational purpose)

HA #229
Which of'the following best describes the responsibility for security in a cloud environment?

¢ A Cloud Service Customers (CSCs) are solely responsible for security in the cloud environment. The Cloud Service
Providers (CSPs) are accountable.

¢ B. Cloud Service Providers (CSPs) and Cloud Service Customers (CSCs) share security responsibilities.
The exact allocation of responsibilities depends on the technology and context.

¢ C. Cloud Service Providers (CSPs) and Cloud Service Customers (CSCs) share security responsibilities. The allocation of
responsibilities is constant.

¢ D. Cloud Service Providers (CSPs) are solely responsible for security in the cloud environment. Cloud Service Customers
(CSCs) have an advisory role.

Ef#: B

R -

The shared security responsibility model in cloud environments clarifies that CSPs and CSCs both have roles, with specific
responsibilities varying based on the service model (IaaS, PaaS, SaaS). In IaaS, CSCs handle more security, while CSPs manage
most security in SaaS. Reference: [CCSK Study Guide, Domain 1 - Cloud Security Scope and Responsibilities][ 16 source].

M #230
Which of the following storages is typically used for swap files and other temporary storage needs and is termmated with its
instance?

e A. Raw Storage



¢ B. Epheneral Storage
¢ C. Object based Storage
e D. Content Deliver

IEf#: B

R -
Ephemeral storage: This type of storage is relevant for SaaS instances and exists only as long as its instance is up. It is typically used
for swap files and other temporary storage needs and is terminated with its instance.

HH #231
On Demand Shelf Service is one of the key characteristics as defined by NIST.

o A True
e B. False

IEf#: B

iR Eh «

This is false. Please read the question carefully.

Question: is asking

On Demand "Shelf” Service where the correct characteristic is "On Demand Self Service"
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