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NEW QUESTION # 34 
What is the role of continuous monitoring in a security program?
Response:

A. Continuous monitoring helps detect and respond to security threats in real-time, improving the program's overall
effectiveness
B. Continuous monitoring is only necessary after a breach
C. Continuous monitoring eliminates the need for regular program updates
D. Continuous monitoring replaces all other security controls

Answer: A

NEW QUESTION # 35 
Which communication skill is most important for a leader to possess when addressing a diverse, multi-disciplinary cybersecurity
team?
Response:

A. Persuasion
B. Time management
C. Active listening
D. Delegation

Answer: C

NEW QUESTION # 36 
How can a cybersecurity leader ensure that communication remains clear and actionable during a security incident?
Response:

A. Require all communication to go through a chain of command
B. Assign multiple communication channels for the same message
C. Designate a single point of contact for communication and use predefined templates for incident updates
D. Allow everyone involved to share updates in real-time through chat applications

Answer: C

NEW QUESTION # 37 
What is the primary benefit of including metrics in a cybersecurity program development process?
Response:

A. Metrics make the program development process longer
B. Metrics help justify the removal of security controls
C. Metrics provide a clear way to measure the effectiveness and success of the program
D. Metrics reduce the need for employee training

Answer: C

NEW QUESTION # 38 
Which of the following is a best practice for managing exceptions to cybersecurity policies?
Response:

A. Granting exceptions only to senior management
B. Ignoring exceptions to maintain flexibility in enforcement
C. Establishing a formal exception process that requires justification, approval, and periodic review
D. Allowing exceptions to be granted without documentation

Answer: C
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