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CompTIA FC0-U71 Exam Syllabus Topics:

Topic Details

Topic 1

Infrastructure: This section of the exam measures skills of Network Support Trainees and covers essential
knowledge of device setup, networking concepts, and physical and wireless connectivity. It includes an
understanding of IP addressing, cables, ports, and basic infrastructure components like routers and
switches necessary for setting up secure, functional networks.

Topic 2

Security: This section of the exam measures skills of Cybersecurity Support Interns and covers essential
cybersecurity principles, including confidentiality, data protection, user authentication, and malware threats.
It also includes awareness of social engineering, encryption, and common best practices for device and
network security.

Topic 3

IT Concepts and Terminology: This section of the exam measures skills of aspiring IT Support Assistants
and covers foundational knowledge such as types of computing devices, basic troubleshooting concepts,
and understanding of common terminology. Candidates should grasp basic operational terms, roles of
software and hardware, and be familiar with emerging tech like IoT and cloud computing.
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NEW QUESTION # 79 
An employee attempts to install software on a PC. A prompt to enter a username and password appears on-screen. The employee
then receives an "access denied" message and cannot install the software. Which of the following types of access would allow the
employee to accomplish this task?

A. Administrator
B. Least privilege
C. User
D. Single factor

Answer: A

Explanation:
Installing software typically requires elevated permissions that standard user accounts do not have. The CompTIA ITF+ FC0-U71
Official Study Guide explains:
"An administrator account provides full system access, including installing or removing software, changing system settings, and
managing user accounts." The user account does not have these privileges by default.
Least privilege refers to granting only the minimum permissions necessary (which would not typically include software installation for
regular users).
Single factor refers to authentication methods, not access levels.
Since the employee is denied installation due to insufficient privileges, administrator access is needed to complete the installation.

NEW QUESTION # 80 
Which of the following is commonly used to measure the RAM capacity of a smartphone?

A. GB
B. TB
C. KB
D. MB

Answer: A

Explanation:
Gigabytes (GB) are the standard unit for measuring RAM capacity in modern smartphones, typically ranging from 2GB to 16GB.
KB and MB are too small, TB is used for large storage, not RAM.

NEW QUESTION # 81 
A user receives a notification about a new software vulnerability. Which of the following is the best way to secure the software?

A. Enabling authentication
B. Configuring a firewall
C. Applying updates
D. Uninstalling the program

Answer: C

Explanation:
When a new vulnerability is discovered in software, the best way to secure it is by applying updates (patches) released by the
software vendor. According to the CompTIA ITF+ objectives:
"Vendors regularly release software updates and security patches to fix vulnerabilities that could be exploited by attackers. Installing
these patches promptly is crucial for maintaining system security." Although configuring a firewall and authentication improves overall
security, they do not directly patch or fix the vulnerability. Uninstalling may be an option only if a patch is unavailable or the software
is no longer needed. Therefore, the best and most proactive response is B: Apply updates.

NEW QUESTION # 82 
Which of the following units of measurement is used when describing a gaming monitor?

A. TB



B. RAM
C. MHz
D. GPU

Answer: C

Explanation:
MHz (Megahertz) is used to describe the refresh rate or frequency of a gaming monitor, indicating how many times per second the
screen updates.
Other options:
*GPU is a graphics processor,
*RAM is memory,
*TB measures storage capacity.

NEW QUESTION # 83 
A programmer wants to write code that will be more efficient when executed at runtime. Which of the following language types
should the programmer use?

A. Query
B. Scripting
C. Compiled
D. Markup

Answer: C

Explanation:
Compiled languages are transformed into machine code before runtime, resulting in faster and more efficient execution compared to
interpreted scripting languages.
Other options:
*Markup is for structuring data,
*Query languages are for data retrieval,
*Scripting languages are typically interpreted at runtime.

NEW QUESTION # 84
......
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