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Palo Alto Networks NetSec-Architect Exam Syllabus Topics:

Section Weight Objectives
- Platform HA and redundancy design
Topic 1: High Availability and Resiience ~ 9% - Failover and disaster recovery planning
- Scalability and performance optimization
- OT security and industrial protocol protection
Topic 2: IoT and OT Security 11% - IoT segmentation and visibility architecture
- Device onboarding and lifecycle security
- Workload protection and cloud network security
Topic 3: Cloud Security Architecture 12% - Multi-cloud and hybrid security design
- Prisma Cloud and public cloud integration
- Prisma Browser and agent-based access
Topic 4: Mobile User Security 7% - GlobalProtect connection methods and deployment
- Explicit proxy and remote access design

- Audit and reporting architecture
Topic 5: Compliance and Risk Management 8% - Industry compliance frameworks (NIST, GDPR, PCI, HIPAA)
- Risk assessment and security governance
- Directory sync and authentication methods
Topic 6: Centralized Management and IAM 13% - Panorama and log collector architecture
- Strata Cloud Manager, Logging Service and Cloud Identity Engine design
- Colo-Connect and cloud connectivity design
Topic 7: SSE Private Application Access 11% - Prisma Access global and regional deployment design
- Private access and connector architecture

- Al security framework and compliance
Topic 8: Al Security 11% - Prisma Al Runtime Security and Al Access architecture
- Al application classification and security controls
- Network segmentation and microsegmentation design
- Application access control design
- User-ID, Device-ID, HIP and security posture design
- Continuous threat prevention and monitoring

Topic 9: Zero Trust Enterprise 8%
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- Integration with third-party tools and workflows
Topic 10: Automation and Orchestration ~ 10% - API and autormation framework design
- Infrastructure as Code and security orchestration
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EE #64

An organization wants to migrate to an SSE model using Prisma Access for hybrid workforce connectivity. Following bandwidth
analysis, network engineers have identified high-bandwidth requirements (>2 Gbps) sustained throughput to the data center for
privately hosted applications (e.g, three tier applications active FTP and SMB file servers, EDR toolsets).

Business continuity for the organization requires the ability to use muiltiple cloud providers for private-application connectivity,
ensuring no single cloud provider outage can disrupt operations.

The network operations team has expressed concerns about migrating to SSE with legacy routing technical debt noting multiple
redistribution protocols in place across the environment.

‘Which two network connectivity methods will meet the business requirements to access private applications from Prisma Access?
(Choose two.)

A. Cloud gateways

B. ZTNA Connectors
C. Service connections
D. Colo-Connect

de: CD

Y.

Colo-Connect provides high-throughput, private connectivity from Prisma Access to on-premises data centers, supporting multi-
gigabit bandwidth requirements and enabling connections across multiple cloud providers for resiliency. Service connections allow

direct, private routing between Prisma Access and internal resources while maintaining control over routing without requiring
complex redistribution changes, making them suitable for environments with existing routing technical debt.

HEE #65
A company needs DNS-based threat protection to block malicious domains. Which solution is appropriate?

A. QoS

B. DNS Security
C. URL Filtering
D. App-ID

: B

2
il

o
Y.

DNS Security detects and blocks malicious domains at the DN layer, preventing communication with command-and-control
servers. URL filtering works at a different layer and does not provide the same level of DNS-based protection.

EE #66
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A company needs to securely enable SaaS application usage while preventing data exfiltration.
The solution must provide visibility into application traffic and enforce granular controls. What should be used?

A. App-ID with Data Filtering
B. Static routing

C. URL filtering only

D. NAT policies

HE: A

Y.

App-1D identifies applications regardless of port or protocol, while Data Filtering prevents sensitive data exfiltration. This
combination provides both visibility and control. URL filtering alone cannot inspect application-layer data deeply enough to enforce
data protection requirements.

HEE #67

A global organization is modernizing its data center and private cloud infrastructure. The environment consists of:

- A Nutanix AHV cluster hosting critical east-west application workloads

- A VMware ESXi cluster with multi-socket hosts, supporting high-throughput workloads (>10 Gbps)

- A new pair of PA-5450 firewalls to secure the perimeter and handle encrypted traffic inspection at scale

- Strict performance service-level agreements (SLAs) for both north-south and east-west flows, with heavy reliance on TLS 1.3 and
IPSec

- A Network Functions Virtualization (NFV) environment on KVM to provide high-performance security services to maximize
packet throughput and minimize latency The chief architect is tasked with ensuring that the firewall design avoids hypervisor
contention optimizes non-uniform memory access (NUMA) and uses hardware features for encrypted traffic.

VM-Series on Nutanix AHV - Resource Allocation

- Because the Nutanix cluster is already heavily used, the architect's main concern is preventing performance degradation of the
virtual firewall. Thin provisioning or ballooning could introduce latency and unpredictability which is unacceptable for a security-
sensitive workload.

VM-Series on VMware ESXi - NUMA and vCPU Placement

- In the VMware ESXi environment, the architect is deploying VM-Series for workloads pushing >10 Gbps. Assigning vCPUs
across NUMA nodes or oversubscribing cores would create latency due to cross-socket memory access and scheduling delays.
Similarly, dedicating logical hypethreads does not provide the determistic data plane performance required.

Operational Integration and High Availability

- With performance guaranteed by correct hypervisor and hardware provisioning, the architect also considers high availability (HA).
VM-Series pairs are deployed in active/passive HA across Nutanix and VMware clusters, while PA-5450s form the data center's
north-south secure perimeter deployment. This ensures resilience without introducing unnecessary east-west inspection bottlenecks.
- The recommendation must be a scalable, high-performance firewall deployment aligned with enterprise SLAs and the CISO's
encrypted traffic concerns.

Which PAN-OS feature will meet the CISO's need for north-south traffic inspection?

A. Dual redundant, hot-swappable power supplies for HA

B. Dedicated out-of-band management port for separating management and data traffic

C. High-density DAC/QSFP ports for flexible network connectivity

D. Dedicated hardware crypto engines for offloading SSI/TLS decryption and IPSec processing

He:. D

Y.

Dedicated hardware crypto engines on the PA-5450 offload SSL/TLS decryption and [PSec processing from the main CPU,
enabling high-performance nspection of encrypted north-south traffic. This ensures the firewall can meet strict SLAs while handling
heavy TLS 1.3 and IPSec workloads efficiently.

EE #68
A company wants visibility into all traffic, including unknown applications. What feature enables this?

e A QoS
e B.NAT
e (. Routing



e D. App-ID
He: D

Y.
App-ID identifies applications regardless of port, protocol, or encryption. It provides deep visibility into network traffic, including
unknown or evasive applications.
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