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] i
¢ Vulnerability Assessment and Risk Management: This section of the exam measures the skills of a Risk
E 8| Management Analyst and entails identifying and assessing vulnerabilities, understanding risk priorities, and

applying mitigation strategies that help manage threats proactively within an organization's systens

¢ Incident Handling: This section of the exam measures the skills of an Incident Responder and centers on
FEE recognizing security incidents, responding appropriately, and containing threats—forming the essential
foundation of incident response procedures.

o Essential Security Principles: This section of the exam measures the skills of a Cybersecurity Technician

and covers foundational cybersecurity concepts such as the CIA triad (confidentiality, integrity, availability),
F&E3 along with basic threat types and vulnerabilities, laying the conceptual groundwork for understanding how
to protect information systerns.

¢ Basic Network Security Concepts: This section of the exam measures the skills of a Network Defender
E and focuses on understanding network-level protections, including firewalls, VPN, and intrusion detection
e prevention systems, providing insight into how threats are mitigated within network environments.

¢ Endpoint Security Concepts:This section of the exam measures the skills of an Endpoint Security Specialist
TS and includes securing individual devices, understanding protections such as antivirus, patching, and access
control at the endpoint level, essential for maintaining device integrity.

B Cisco CCST 100-160 % & % 3\ E & (Q303-Q308):

P& #303
‘Which encryption method uses two different keys, a public key and a private key?

A. Symmetric encryption
B. Asymmetric encryption
C. SSI/TLS

D. Hashing

EX: B

i RE B -

Asymmetric encryption, also known as public-key encryption, uses two different keys: a public key for encryption and a private key
for decryption. The public key can be freely distributed, allowing anyone to encrypt messages that only the recipient with the
corresponding private key can decrypt. This method is commonly used for secure commumnication and establishing secure
comnections.

i RE #304
What is the purpose of incident response planning in cybersecurity?

A. To conduct forensic investigations after cybersecurity incidents

B. To prevent cybersecurity incidents from occurring

C. To recover from cybersecurity incidents and restore normal business operations
D. To detect and respond to cybersecurity incidents in a timely and effective manner

ZX: D

fE AR A«
Incident response planning in cybersecurity focuses on establishing processes and procedures to detect, respond to, and mitigate the



https://tw.fast2test.com/100-160-practice-test.html

impact of cybersecurity incidents. It ensures that organizations have the necessary measures in place to identify incidents promptly,
contain them, and minimize the potential damage. The goal is to respond to incidents in a timely and effective manner to protect
sensitive data and maintain business continuity.

i =8 #305
Which of the following is a primary goal of monitoring security events "as they occur'?

A. To enforce security policies and access controls

B. To meet regulatory compliance requirements

C. To ensure zero incidents and vulnerabilities in the network

D. To detect and respond to security incidents in a timely manner

ER: D

Bt B B -

Monttoring security events "as they occur” is primarily aimed at quickly identifying and responding to security incidents. By
continuously monitoring for potential threats and vulnerabilities, organizations can detect and mitigate security incidents in a timely
manner, minimizing damage and reducing downtime.

& #306
Which network security technology passively monitors network traffic and compares the captured packet stream with known
malicious signatures?

A. Honeypot
B.IPS

C. Proxy Server
D. IDS

ZEX: D

fE AR A«

The CCST Cybersecurity course states that an Intrusion Detection System (IDS) passively monitors network or system traffic and
analyzes it against a database of known threat signatures or behavioral patterns.

"IDS devices inspect network traffic, compare it to known malicious signatures or anomalies, and generate alerts for suspicious
activity without actively blocking traffic." (CCST Cybersecurity, Basic Network Security Concepts, IDS and IPS section, Cisco
Networking Academy) A is correct: IDS is passive and signature-based.

B (IPS) is active and can block traffic.

C (Proxy Server) handles requests between clients and servers.

D (Honeypot) is a decoy system to attract attackers.

FIRE #307
Which of'the following is the most secure and recommended method for storing sensitive user data in a database?

A. Using asymiretric encryption
B. Using symiretric encryption
C. Using hashing algorithins

D. Storing the data in plain text

ZER: C
fRRERR A :

Option 1: Incorrect. Storing sensitive user data in plain text is highly insecure and not recommended. Ifa database breach occurs, all
the data will be exposed without any protection.

Option 2: Incorrect. Using symmetric encryption would require storing the encryption key securely, which can be difficult.
Additionally, any access to the data would require the encryption key, adding complexity and potential vulnerabilities.

Option 3: Correct. Using hashing algorithis is the most secure and recommended method for storing sensitive user data in a
database. Hashing algorithms convert the data into a fixed-size string, making it difficult to reverse-engineer and obtain the original
data. This ensures that even if a breach occurs, the sensitive data remains protected.



Option 4: Incorrect. Using asymmetric encryption would also require storing the encryption keys securely and adds unnecessary
complexity for data retrieval, making it less practical for storing sensitive user data in a database.
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