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HH #45
‘What is the correct procedure to collect a support bundle for Autopilot in a Portworx cluster?

e A Restart the Autopilot pod, and then run kubectl get logs.
e B. Create a directory, send a support signal to the Autopilot process, and the support bundle files.
e C. Delete the Autopilot pod, and then run pxctl service diags.

IEf#: B

A -

Comprehensive and Detailed Explanation From Exact Extract:

To collect a comprehensive support bundle for Portworx Autopilot, the proper procedure is to create a dedicated directory, send a
support signal to the running Autopilot process to trigger diagnostics collection, and then the generated support bundle files from that
directory. This approach ensures all relevant Autopilot logs, configuration files, and runtime metrics are gathered in a structured way,
enabling effective troubleshooting and root cause analysis. Simply restarting or deleting pods is insufficient, as it does not guarantee a
full diagnostics capture. The Portworx troubleshooting and support documentation outlines this method as the standard for collecting
detailed Autopilot support information, facilitating accelerated support response and issue resolution in production clusters [ Pure
Storage Portworx Support Guide source] .

HA #46
What label can be used to migrate Network Policies with Asynchronous DR?

¢ A skipNetworkPolicyCheck: false
¢ B. skipNetworkPolicyCheck: true
¢ (. By default Network policies are migrated

IEf#: B

A -

Comprehensive and Detailed Explanation From Exact Extract:

‘When using Portworx Asynchronous Disaster Recovery (DR) to migrate workloads and storage across clusters, network policies
can sometimes interfere with seamless failover. The label skipNetworkPolicyCheck: true can be used to instruct the DR mechanism
to bypass strict network policy checks during migration. This allows applications and volumes to migrate even if network policies
differ or are incompatible between source and destnation clusters. Without this label, migration might be blocked or fail due to
network restrictions. By default, network policies are not always migrated, and strict checks are performed unless explicitly skipped.
Portworx DR documentation details this option as a means to increase migration flexibility, reduce operational friction, and enable
faster recovery during disaster scenarios while administrators work on aligning network configurations [ Pure Storage Portworx DR
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Guide source] .

HE #47
‘Which Portworx CRD object is used to set up essential parameters for a Portworx installation?

e A ServiceAccount
¢ B. VolumeSnapshot
¢ C. StorageCluster

IEf: C

TR

Comprehensive and Detailed Explanation From Exact Extract:

The StorageCluster Custom Resource Definition (CRD) is the central object used to configure and manage a Portworx installation
on Kubernetes. It contains essential parameters including cluster-wide settings, KVDB configuration, storage pool definitions,
security options, and CSI driver configurations. The StorageCluster resource declaratively defines how Portworx should be
deployed, upgraded, and operated within the Kubernetes cluster. Administrators edit this object to adjust configurations, enabling
features like telemetry, monitoring, and cloud integration. Unlike VolumeSnapshot (which manages snapshots) or ServiceAccount
(which controls Kubernetes permissions), StorageCluster governs the overall lifecycle and parameters of the Portworx deployment.
Portworx operator documentation identifies StorageCluster as the fundamental CRD for installation and configuration

management [ Pure Storage Portworx Operator Guide source] .

HM #48
Which two CRDs are required for performing an ApplicationBackup?

e A. BackupLocation and RestoreBackup
¢ B. ApplicationBackup and migrations
¢ C. BackuplLocation and ApplicationBackup

Ef#: C

R :

Comprehensive and Detailed Explanation From Exact Extract:

To perform an ApplicationBackup in Portworx, two Kubernetes Custom Resource Definitions (CRDs) are essential:
BackupLocation and ApplicationBackup. The BackupLocation CRD defines the target backup storage, such as an S3 bucket or
NFS share, including credentials and endpoints. ApplicationBackup defines the specifics of the backup operation, including which
application volumes to back up, schedules, and retention policies. Together, they enable declarative backup management within
Kubernetes, allowing administrators to configure, automate, and monitor backups of stateful applications using Portworx. These
CRDs provide flexibility and integration with Kubernetes-native tools, improving disaster recovery capabilities. Portworx backup
documentation describes these CRDs as the foundation of its application-aware backup and restore system [ Pure Storage
Portworx Backup Docs source] .

ER #49
Portworx uses secrets to authenticate Kubernetes to the Portworx system.
When using the shared authentication method, where is that secret stored?

¢ A Inthe same namespace as the Portworx installation
¢ B. In the namespace that runs the application that needs to provision the storage resources
e C. Inthe 'default' namespace

IEfE: B

A -

Comprehensive and Detailed Explanation From Exact Extract:

When using shared authentication in Portworx, the Kubernetes secret that contains the authentication token or credentials is stored in
the same namespace where the application requesting storage resides. This placement ensures that the application pods have access
to the secret needed to authenticate to Portworx for volume provisioning and management. It enables a security boundary aligned
with Kubernetes namespaces, restricting credentials to the scope of the application. Storing the secret in the default namespace or



the Portworx installation namespace would be less secure or less flexible in multi-tenant clusters. Portworx authentication
documentation highlights this design for efficient, secure access management in Kubernetes environments [ Pure Storage Portworx
Security Guide source] .
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