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Cisco Understanding Cisco Cybersecurity Operations Fundamentals Sample
Questions (Q477-Q482):

NEW QUESTION # 477

A CMS plugin creates two files that are accessible from the Internet myplugin html and exploitable php A newly discovered exploit
takes advantage of an injection vulnerability m exploitable php To exploit the vulnerability an HTTP POST must be sent with specific
variables to exploitable php A security engineer notices traffic to the webserver that consists of only HTTP GET requests to
myplugin html Which category does this activity fall under?

A. reconnaissance
B. exploitation

C. weaponization
D. installation

Answer: A

NEW QUESTION # 478
Which two elements are assets in the role of attribution in an nvestigation? (Choose two.)

A. session

B. firewall logs
C. context

D. threat actor
E. laptop

Answer: C,D

Explanation:
Section: Security Policies and Procedures

NEW QUESTION # 479
What is indicated by an increase in [Pv4 traffic carrying protocol 41 ?

A. deployment of a GRE network on top of an existing Layer 3 network
B. unauthorized peer-to-peer traffic

C. attempts to tunnel IPv6 traffic through an IPv4 network

D. additional PPTP traffic due to Windows clients

Answer: C

Explanation:

Protocol 41 is used to encapsulate IPv6 packets in [Pv4 headers for transmission over an IPv4 network. This is one of the methods
to implement IPv6 transition mechanisis for hosts and routers that are located on IPv4 networks. An increase in IPv4 traffic
carrying protocol 41 may indicate that some hosts or routers are trying to tunnel IPv6 traffic through an IPv4 network, which could
be a legitimate or malicious activity depending on the network policy. References = Understanding Cisco Cybersecurity Operations
Fundamentals (CBROPS) - Cisco, page 177; [IPv6 Transition Mechanisis for IPv4 Domains]

NEW QUESTION # 480
How does an attacker observe network traffic exchanged between two users?

A. denial of service
B. man-in-the-middle

C. port scanning
D. command injection

Answer: B



Explanation:

A man-in-the-middle (MITM) attack occurs when an attacker secretly intercepts and possibly alters the communication between
two parties who believe they are directly communicating with each other. In this scenario, an attacker can observe network traffic
exchanged between two users by placing themselves in between their communication channel. References = Cisco Blogs - New
Cybersecurity and Cloud Skills to Protect Companies from Cybersecurity Attacks of the Future

NEW QUESTION # 481

An automotive company provides new types of engines and special brakes for rally sports cars. The company has a database of
inventions and patents for their engines and technical information Customers can access the database through the company's website
after they register and identify themselves. Which type of protected data is accessed by customers?

A. PHI data
B. PII data
C.IP data
D. PSI data

Answer: C

Explanation:

IP data stands for Intellectual Property data, which is any data that represents the creations of the mind, such as inventions, patents,
designs, or artistic works. IP data is protected by law and has commercial value for its owners. In this case, the automotive company
has a database of IP data for their engines and technical information, which customers can access after they register and identify
thenselves. Reference= Cisco Cybersecurity Operations Fundamentals, Module 1: Security Concepts, Lesson 1.2: Data
Protection, Topic 1.2.1: Data Types

NEW QUESTION # 482
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