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R #180

Jacob is an enployee at a firm called Dolphin Investment. While he was on duty, he identified that his computer was facing some
problems, and he wanted to convey the issue to the concerned authority in his organization. However, this organization currently
does not have a ticketing system to address such types of'issues. In the above scenario, which of the following ticketing systems can
be employed by Dolphin Investment to allow Jacob to inform the concerned team about the incident?

¢ A. ManageEngine ServiceDesk Plus
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e B. MISP
e C. ThreatConnect
¢ D. IBM XForco Exchange

BER: A

it RE S -

In the scenario where Dolphin Investment needs to implement a ticketing system for employees like Jacob to report IT-related
issues, ManageEngine ServiceDesk Plus is the most suitable option among the choices provided. ManageEngine ServiceDesk Plus is
a comprehensive IT help desk software that facilitates issue tracking, incident management, and efficient resolution of IT-related
problens and requests. It enables users to submit tickets through various channels, including email, web portal, phone, or chat, and
allows IT support teams to manage these tickets through a centralized platform This system is designed to streamline the process of
reporting, tracking, and resolving IT issues and incidents, making it an ideal solution for organizations looking to establish a
formalized incident reporting and resolution process. Other options like IBM X-Force Exchange, ThreatConnect, and MISP focus
more on threat intelligence sharing and security incident analysis rather than finctioning as an IT help desk or ticketing

system References:Incident Handler (ECIH v3) courses and study guides often discuss the importance of having an effective incident
reporting and management system in place, and ManageEngine ServiceDesk Plus is frequently cited as a practical solution for
organizations seeking to implement such a system

R #181

Computer Forensics is the branch of forensic science in which legal evidence is found in any computer or any
digital media device. Of the following, who is responsible for examming the evidence acquired and separating
the useful evidence?

A. Evidence Manager

B. Evidence Documenter

C. Evidence Examiner/ Investigator
D. Evidence Supervisor

ER: C

R #182
In which of the following phases of the incident handling and response (IH&R) process is the identified security incidents analyzed,
validated, categorized, and prioritized?

A. Incident triage

B. Notification

C. Incident recording and assignment
D. Containment

BER: A

RS #183

Jason is an incident handler dealing with malware incidents. He was asked to perform memory dump analysis in order to collect the
mformation about the basic functionality of any program. As a part of his assignment, he needs to perform string search analysis to
search for the malicious string that could determine harmful actions that a program can perform. Which of the following string-
searching tools Jason needs to use to do the ntended task?

A. PEView

B. BnText

C. Dependency Walker
D. Process Explorer

Z%: B

R 8 #184



Chandler is a professional hacker who is targeting an organization called Technote. He wants to obtain important organizational
information that is being transmitted between different hierarchies. In the process, he sniffs the data packets transmitted through the
network and then analyzes themto gather packet details such as network, ports, protocols, devices, issues in network transmission,
and other network specifications.

Which of'the following tools can Chandler employ to perform packet analysis?

A. BeEf

B. IDA Pro
C. Ommi peek
D. shARP
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