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A security engineer is conducting a review of cloud security controls within an AWS environment protected by CrowdStrike Falcon.
During the evaluation, the engineer identifies that an attacker could gain elevated permissions through misconfigured IAM policies.
Which of'the following is the most likely misconfiguration leading to this high-risk practice?

¢ A The security group associated with the instance has inbound SSH access restricted to a specific IP range.
¢ B. The cloud environment uses Multi-Factor Authentication (MFA) for privileged accounts.

¢ (. The Falcon sensor is installed in detection mode rather than prevention mode.

¢ D. AnIAM policy grants Administrator Access privileges to an EC2 instance profile.

IEf#: D

it

Option A: Detection mode allows Falcon to monitor and alert on threats, but it does not create a direct privilege escalation risk.
While switching to prevention mode enhances security, the misconfiguration in this scenario is related to [AM permissions rather than
Falcon sensor settings.

Option B: Restricting SSH access to specific IPs is a best practice for minimizing exposure. While open SSH access is a security
risk, a properly restricted IP range does not directly contribute to privilege escalation.

Option C: Granting Administrator Access to an EC2 instance profile is a critical security misconfiguration. It allows any process
running on the instance to assume unrestricted administrative privileges, potentially leading to privilege escalation and lateral
movement by an attacker. This is a high-risk practice that should be avoided by implementing least privilege principles.

Option D: Enforcing MFA enhances security by requiring an additional authentication factor.

While MFA alone does not prevent all privilege escalation risks, it does not contribute to misconfiguration or high-risk practices.

E I #355

You are investigating potential data exfiltration by reviewing IOAs in Falcon Cloud Security. You must check for any evidence of
Defense Evasion via Impair Defenses: Disable or Modify Tools activity in your Azure environment.

Which IOA filters meet those requirements to identify any related IOAs?

e A Attack type - Service

¢ B. MITRE Tactic and Technique - Cloud provider
e C. MITRE Tactic and Technique - Service

e D. Attack type - Cloud provider

IEf#: B

fi .-

Falcon Cloud Security categorizes IOAs usingMITRE ATT&CK tactics and techniques, enriched with cloud-provider contextto
accurately represent cloud-native attack behavior.

To identifyDefense Evasion via Impair Defenses: Disable or Modify Toolsactivity specifically withinAzure

, analysts must filter [OAs usmgMITRE Tactic and Techniquewhile also scoping the environment to the cloud provider. This ensures
visibility into attacker behaviors such as disabling logging, modifying security services, or impairing monitoring controls at the cloud-
provider level.

Filtering by attack type alone lacks the structured MITRE mapping required for accurate mvestigative workflows. Service-level
filters are msufficient because impairment of defenses in cloud environments often impacts provider-managed services rather than
mdividual workloads.

Therefore, MITRE Tactic and Technique - Cloud provideris the correct and most precise filter to identify Azure-specific defense
evasion [OAs.

E R #356

You want to customize the GKE autopilot policy by updating the detection severity (Critical) and the detection type (CIS
benchmark deviation) along with Vulnerability ExXPRT.ai severities (Critical).

‘Which combination will trigger the prevention?

e A. Vulnerability EXPRT.ai severities (Critical), Detection severity (Critical)
e B. Vulnerability EXPRT.ai severities (Critical), Detection severity (Critical), Image misconfigurations
e C. Vulnerability EXPRT.ai severities (Critical), Detection severity (Critical), Detection type (CIS benchmark deviation)



IEf: C

R :

InFalcon Cloud Security, prevention actions are triggered whenall configured enforcement criteriawithin a policy are met. When
customizing theGKE Autopilot policy, enforcement requires alignment across vulnerability intelligence, detection severity, and
compliance context.

By setting:

* Vulnerability EXPRT.ai severity = Critical

* Detection severity = Critical

* Detection type = CIS benchmark deviation

you ensure that bothrisk-based vulnerability intelligenceandcompliance deviation severitythresholds are satisfied. This combination
confirms that the issue is not only severe but also represents a critical deviation from an accepted security benchmark, justifying
prevention.

Omitting the detection type or replacing it with image misconfiguration alone does not meet the enforcement logic required for policy-
triggered prevention.

Therefore,Option Cis the correct combination that triggers prevention.

M #357
You are tasked with reviewing a cloud image configured for deployment in a Kubernetes environment.

Which of'the following practices identifies a potential misconfiguration that could compromise security?

A. Using a nuilti-stage build to reduce the final image size.

B. Utilizing an official base image froma trusted source without scanning .
C. Setting the USER directive to a non-root user in the Dockerfile.

D. Including hardcoded credentials in the image's environment variables.

Ef#: D

fERL:

Option A: Multi-stage builds are a best practice for creating minimal and efficient images by excluding unnecessary build artifacts.
This enhances security by reducing the attack surface. It is not a misconfiguration.

Option B: This is a best practice to enhance security. Running the application as a non-root user reduces the impact of a potential
compromise, as the attacker's privileges would be limited. This is not a misconfiguration but a security-strengthening measure.
Option C: While using official base images is a good starting point, they can still contain vulnerabilities. Scanning these images for
known issues before use is a necessary step to ensure security compliance. Relying solely on their "official" status is a common
misconception.

Option D: Hardcoded credentials in environment variables are a critical security misconfiguration.

Ifthe image is shared or deployed in an environment where logs or configurations can be accessed, these credentials can be
exposed, leading to unauthorized access. Best practices recommend using a secure secrets management solution instead of
hardcoding sensitive information.

R #358

A security team is in the process of registering their organization's cloud accounts with CrowdStrike Falcon Cloud. During the
registration process, they need to ensure that they have granted the required permissions for proper monitoring and threat detection.
What is the first step they should take when registering a new cloud account?

e A. Generate an API key in the CrowdStrike Falcon Console and manually add it to the cloud provider's IAM policies.

e B. Manually configure CrowdStrike Falcon to ingest log data from the cloud provider's security audit logs before registration.

e C. Create a service-linked role in the cloud provider and allow CrowdStrike Falcon to assume the role for security
monitoring,

e D. Install the CrowdStrike Falcon sensor on all virtual machines before starting the cloud registration process.

IEf: C

A -

Option A: Installing Falcon sensors on workloads is important for endpoint protection but is not required before registering a cloud
account. Registration enables cloud-level visibility, while sensors provide endpoint protection.

Option B: Falcon uses role-based access to retrieve security data instead of requiring manual log ingestion at the time of registration.
Log integration can be set up later for additional visibility.



Option C: While API keys are used for integrations, cloud account registration relies on role- based access rather than manually
adding keys to ITAM policies.

Option D: CrowdStrike Falcon requires a service-linked role in the cloud provider (AWS, Azure, GCP) to assume the necessary
permissions for security monitoring. This role allows Falcon to collect metadata, scan workloads, and detect threats without requiring
manual log ingestion.
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