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Nutanix NCP-NS Exam Syllabus Topics:

Topic Details

¢ Troubleshoot Flow Network Security: Covers identifying policy-related traffic issues, analyzing security hit
logs and audit logs, and troubleshooting identity based policy failures tied to Active Directory group
mapping.
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¢ Configure Flow Network Security: Covers analyzing application traffic flows, creating and configuring
isolation, application, and identity based security policies, and managing policy lifecycle modes in Flow

Topic 2
o Network Security.

¢ Deploy and Upgrade a Flow Environment: Covers preparing clusters for Flow Network Security and
Virtual Networking, managing upgrade paths and dependencies, configuring virtual switches and MTU,

Topic 3
opL and administering user roles and RBAC permissions.

¢ Troubleshoot Flow Virtual Networking: Covers diagnosing and resolving connectivity failures, BGP issues,
Topic 4 gateway health problens, and interpreting alerts and logs related to virtual networking components.

¢ Configure Flow Virtual Networking: Covers creating and managing VPCs, overlay networks, external
connectivity options, BGP peering, load balancing, and policy based routing within Nutanix Flow Virtual

Topic 5
P Networking,

Nutanix Certified Professional Network & Security v6.10 Sample Questions
(Q103-Q108):

NEW QUESTION # 103
An administrator has a VPC with multiple overlay subnets and a VPN gateway configured for site-to-site connectivity. During

testing, the administrator noticed fragmented packets and poor performance.
‘Which configuration change resolves this issue without disabling VPN?

A. Disable Geneve encapsulation

B. Increase MTU to 1500 on guest VMs
C. Reduce MTU to 1356 on guest VMs
D. Enable jumbo frames on VLAN subnets

Answer: C

NEW QUESTION # 104

An administrator wants to configure the subnet 10.1.1.0/24 to stretch across two VPCs over a Network Gateway in VXLAN
mode. The VM on this subnet need to communicate with a traffic pattern of size 2000 Bytes.

What is the minimum MTU required in the underlay network to ensure communication happens without fragmentation or traffic
drops?

A. 2108 Bytes
B. 9216 Bytes
C. 2116 Bytes
D. 2058 Bytes

Answer: D

NEW QUESTION # 105
What does placing a policy in Monitor mode accomplish?

A. Blocks traffic that does not match the policy.

B. Enables hitlogs for traffic that matches the policy.

C. Redirects discovered traffic to a monitoring device.
D. Visualizes discovered traffic that matches the policy.

Answer: D

NEW QUESTION # 106



An administrator is deploying a muilti-tier (web, app, database) application on a Nutanix cluster using AHV. The administrator needs
to allow internal comnumnication between tiers and provide external access to the web tier.
How should the admmnistrator satisfy this requirement?

¢ A. Create a VPC with subnets for each tier and configure the Externally Routable Prefix to include only web subnets.

¢ B. Create separate VPCs for each tier and connect them to the same external NAT network and configure routing policies for
mter-tier traffic.

¢ C. Create a VPC with a single subnet and assign workloads of each tier to this subnet.

¢ D. Create separate VLAN networks for each tier and configure routing on the physical network.

Answer: A

NEW QUESTION # 107
Which step is required to prepare an AHV cluster for Flow Virtual Networking?

A. Configure static routes for all overlay networks before enabling Flow.

B. Assign all VM to a single VLAN before enabling Flow.

C. Ensure all CVMs have network connectivity to Prism Central.

D. Disable all existing microsegmentation policies to allow virtual networking,

Answer: C

NEW QUESTION # 108
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