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ISC Certified in Cybersecurity (CC) 38 & CC A B E (Q394-Q399):

E R #394

Hoshi is an (ISC)* member who works for the Triffid Corporation as a data manager. Triffid needs a new firewall solution, and
Hoshi is asked to recommend a product for Triffid to acquire and implement. Hoshi's cousin works for a firewall vendor; that vendor
happens to make the best firewall available. What should Hoshi do?

A. Recommend the cousin's product

B. Disclose the relationship, but recommend the vendor/product
C. Hoshi should ask to be recused from the task

D. Recommend a different vendor/product

EfE: B

H A #395
A portion of the organization's network that interfaces directly with the outside world; typically, this exposed area has more security
controls and restrictions than the rest of the internal IT environment.

A. Zero Trust

B. Virtual local area network (VLAN)
C. Demilitarized zone (DMZ)

D. Virtual private network (VPN)

IEf: C

A #39
A backup is which type of security control?

A. Preventive
B. Corrective
C. Recovery
D. Deterrent

Ef: C

it
Backups are recovery controls because they restore data and systens after failures, attacks, or disasters.

H #397
Which type of attack takes advantage of vulnerabilities in validation?

A. Cross-site scripting (XSS)
B. DNS poisoning

C. Pharming attacks

D. ARP spoofing

Ef: A

R -

Cross-site scripting (XSS) attacks exploitinput validation vulnerabilitiesin web applications. These vulnerabilities occur when an
application fails to properly validate, sanitize, or encode user-supplied input before including it in web pages. As a result, attackers
can inject malicious scripts that are executed in the browsers of other users.

XSS attacks commonly occur through form fields, URL parameters, cookies, or HTTP headers. Once executed, malicious scripts


https://www.mogiexam.com/CC-exam.html

can steal session cookies, capture keystrokes, redirect users to malicious sites, or perform actions on behalf of the victim

ARP spoofing and DNS poisoning target network-level trust relationships, not application input validation.

Pharming redirects users to fake websites by manipulating DNS or host files, again unrelated to input validation.

Preventing XSS relies heavily on strong input validation, output encoding, content security policies (CSP), and secure coding
practices. OWASP and NIST explicitly identify XSS as a validation-related vulnerability and emphasize defensive coding as the

primary mitigation.

I #398
What are the primary responsibilities of a computer incident response team (CIRT) during an incident?

A. To determine the difference between minor and major incident

B. To troubleshoot network and system issues

C. To provide medical assistance at accident scenes

D. To asses the amount and scope of damage caused by the incident

Ef#: D
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