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CompTIA Cloud+ (2025) Sample Questions (Q156-Q161):
NEW QUESTION # 156 
A network administrator is budding a site-to-site VPN tunnel from the company's headquarters office 10 the company's public cloud
development network. The network administrator confirms the following:
- The VPN tunnel is established on the headquarter office firewall.
While inside the office, developers report that they cannot connect to
the development network resources.
- While outside the office on a client VPN, developers report that they can connect to the development network resources.
- The office and the client VPN have different IP subnet ranges. The
firewall flow logs show VPN traffic is reaching the development network from the office.
Which of the following is the next step the next network administrator should take to troubleshoot the VPN tunnel?

A. Restart the site-to-site VPN tunnel.
B. Review the development network routing table.
C. Check the ACLS on the development workloads
D. Change the ciphers on the site-to-site VPN.
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Answer: B

Explanation:
The next step in troubleshooting the VPN tunnel issue is to review the development network routing table. This action will help
determine if the routing configurations are correctly directing traffic from the headquarters office through the VPN tunnel to the
development network resources. Proper routing ensures that data packets find their way to the correct destination within the cloud
environment, which is critical for establishing successful communication between different network segments.

NEW QUESTION # 157 
Which of the following is an auditing procedure that ensures service providers securely manage the data to protect the interests of the
organization and the privacy of its clients?

A. SOC2
B. ISO 27001
C. ITIL
D. CIS

Answer: A

Explanation:
SOC2 (Service Organization Control 2) is an auditing procedure that ensures service providers securely manage data to protect the
interests of an organization and the privacy of its clients. SOC2 is specifically designed for service providers storing customer data in
the cloud, making it pertinent for data management and privacy.
SOC2 and its role in auditing and ensuring secure data management by cloud service providers are part of the compliance standards
and regulations included in the CompTIA Cloud+ certification material.

NEW QUESTION # 158 
A customer is migrating applications to the cloud and wants to grant authorization based on the classification levels of each system.
Which of the following should the customer implement to ensure authorisation to systems is granted when the user and system
classification properties match? (Choose two.)

A. Token-based authentication
B. Resource tagging
C. Role-based access control
D. Multifactor authentication
E. Discretionary access control
F. Bastion host

Answer: C,E

Explanation:
Discretionary Access Control (DAC) and Role-Based Access Control (RBAC) are effective methods for granting authorization
based on system classification levels. DAC allows resource owners to grant access rights, making it flexible for environments with
varying classification levels. RBAC assigns permissions based on roles within an organization, aligning access rights with the user's
job functions and ensuring that users access only what is necessary for their role, which can be mapped to system classifications.

NEW QUESTION # 159 
Given the following command:
Sdocker pull images.comptia.org/user1/myimage:latest
Which of the following correctly identifies images.comptia.org?

A. Image registry
B. Image version
C. Image creator
D. Image name

Answer: A



Explanation:
In the Docker pull command given, images.comptia.org represents the image registry. A Docker image registry is a collection of
repositories that host Docker images. It is where images are stored and organized, and from where they can be pulled for
deployment.References: Docker and container management concepts, including image registries, are part of the cloud services
understanding in the CompTIA Cloud+ curriculum.

NEW QUESTION # 160 
The performance of an e-commerce website decreases dramatically during random periods. The IT team is evaluating available
resources to mitigate the situation. Which of the following is the best approach to effectively manage this scenario'?

A. Purchasing additional servers
B. Configuring automatic elasticity
C. Migrating to a dedicated host
D. Scheduling resource allocation

Answer: B

Explanation:
Configuring automatic elasticity is the best approach to manage an e-commerce website that experiences random performance drops
due to variable traffic. Automatic elasticity enables the cloud resources to scale up or down automatically based on the current load,
ensuring consistent performance even during unexpected traffic surges.References: The concept of automatic elasticity is part of the
cloud management and technical operations content in the CompTIA Cloud+ curriculum.
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