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HH #63

Given the following RQL:

event from cloud.audit logs where operation IN ('CreateCryptoKey', 'DestroyCryptoKeyVersion, 'v1.
compute.disks.createSnapshot')

Which audit event snippet is identified?

A.

B.
C.
EfE: A
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HH #64

An administrator needs to write a script that automatically deactivates access keys that have not been used for

30 days.

In which order should the API calls be used to accomplish this task? (Drag the steps into the correct order from the first step to the
last.) Select and Place:

Ef#:

TR

Explanation:

* POST https:/api.prismacloud.io/login

* GET https/api.prismacloud.io/access_keys

* PATCH httpsy/api.prismacloud.io/access_keys/<id>/status/<status>

To write a script that automatically deactivates access keys that have not been used for 30 days, an administrator would need to
follow an ordered sequence of API calls to the Prisma Cloud platform

The first API call must authenticate the script with the Prisma Cloud API, which is typically done using a POST request to the login
endpoint. This step is necessary to establish a session and retrieve an authentication token required for subsequent API calls.

Once the script is authenticated, the next call is a GET request to the access_keys endpoint. This retrieves a list of all access keys
within the environment. The script can then parse through these keys to determine which ones have not been used within the
specified timeframe of 30 days.

For each access key that meets the criteria (unused for 30 days), the script must send a PATCH request to the specific access key's
endpoint, which includes the access key ID and the desired status. This request will change the status of the access key to 'inactive'
or a similar status that denotes deactivation.

Following this ordered sequence ensures that the script systematically authenticates, evaluates, and updates the status of access keys
based on their usage, thereby maintaining security and compliance within the Prisma Cloud environment.

B #65
Which RQL query will help create a custom identity and access management (1AM) policy to alert on Lambda finctions that have
permission to terminate EC2 instances?

¢ A iam from cloud.resource where dest.cloud.type ='AWS' AND source.cloud.service.name = 'lambda’ AND
source.cloud.resource.type = 'function' AND dest.cloud.service.name = 'ec2' AND action.name
="ec2:Termmatelnstances'

e B. config from iam where dest.cloud.type ='AWS' AND source.cloud.service.name = 'lambda’ AND
source.cloud.resource.type = '"function' AND dest.cloud.service.name = 'ec2' AND action.name = 'ec2:Terminatelnstances

¢ C. iam from cloud.resource where cloud.type equals 'AWS' AND cloud.resource.type equals 'lambda fimction' AND
cloud.service.name = 'ec2' AND action.name equals 'ec2:TerminateInstances'

¢ D. config from iam where dest.cloud.type ='AWS' AND source.cloud.service.name = 'ec2' AND source.
cloud.resource.type = 'instance’ AND dest.cloud.service.name = 'lambda’ AND action.name = 'ec2:
Terminatelnstances'

EfE: B

\

H #66
Which Defender type perforns registry scanning?

A. Container
B. Host

C. RASP

D. Serverless

EfE: A



fEERA -

In Prisma Cloud, the Defender type responsible for performing registry scanning is the Container Defender.

Registry scanning is crucial for ensuring that container images stored in regjstries are free from vulnerabilities and compliance issues
before they are deployed. Container Defenders scan images within container registries, identifying security risks and ensuring that
only secure container images are used in deployment, thereby maintaining the integrity and security of containerized applications.

H #67
Which resources can be added in scope while creating a vulnerability policy for continuous integration?

A. Tmages and labels

B. Images and containers
C. Labels and AccountID
D. Images and cluster

Ef#: B

R -

‘When creating a vulnerability policy for continuous integration within Prisma Cloud, the scope of the policy can include specific
resources that are critical to the CI/CD pipeline, such as images and containers. These resources are central to the development and
deployment processes in containerized environments. By focusing on images and containers, the policy can effectively identify and
address vulnerabilities that might be present in container images before they are deployed or in running containers, thereby enhancing
the security of the continuous integration and deployment pipeline. This approach ensures that only secure, compliant container
images are used in production, reducing the risk of vulnerabilities being exploited.
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