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Z| &I NSE 7 Network Security Architect NSE7 OTS-7.2 2 MEZE A (Q71-
Q76):

AE#T1
‘Which two of the following features do most industrial protocols lack? (Choose two.)

A. Determmnistic timing

B. Authentication

C. Real-time data exchange
D. TLS encryption

Mg BD

MY
Most legacy OT/industrial protocols were built for speed and determinism, not security, so they typically omit built-in TLS
encryption and authentication mechanisirs.

A2 #72
Refer to the exhibit.
Given the configurations on the FortiGate, which statement is true?

A. FortiGate is configured with forward-domains to forward only domain controller traffic.

B. FortiGate is configured with forward-domains to filter and drop non-domain controller traffic.
C. FortiGate is configured with forward-domains to forward only company domain website traffic.
D. FortiGate is configured with forward-domains to reduce unnecessary traffic.

HEe. D
EE#73

Refer to the exhibit. Which statement about the interfaces shown in the exhibit is true?
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Name = Type « IP/Netmask = VLAN ID =
[Z] ™ Physical Interface O

™ port1 ™ Physical Interface  10.200.1.1/255.255.255.0
aport1-vian10 & VLAN 10.1.10.1/255.255.255.0 10
& porti-viani @ VLAN 10.200.5.1/255.255.255.0 1
™ port10 ® Physical Interface  10.0.11.1/255.255.255.0

™ port2 ™ Physical Interface  10.200.2.1/255.255.255.0

@port2-vian10 & VLAN 10.0.10.1/255.255.2550 10

& port2-vilan1 & VLAN 10.0.5.1/255.255.255.0

A. portl, portl-vlan10, and portl-vlanl are in different broadcast domains

B. port2, port2-vlan10, and port2-vlanl are part of the software switch interface.
C. portl-vlan10 and port2-vlanl0 are part of the same broadcast domain

D. The VLAN ID of portl-vlanl can be changed to the VLAN ID 10.

X
m

: A

A2 #74
Refer to the exhibit. Based on the Purdue model, which three measures can be implemented in the control area zone using the
Fortinet Security Fabric? (Choose three.)

[———— .
Control Area
Zones 2 Supervisory Control
Supervisory Control Network
: Process Control
1 Local Area Network
: Physical Plant Floor
Levels 0 Physmal Instrument Bus Network

A. FortiNAC for network access control

B. FortiSIEM for security incident and event management
C. FortiGate for SD-WAN

D. FortiEDR for endpoint detection

E. FortiGate for application control and IPS
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HEE#75
Refer to the exhibit, which shows a non-protected OT environment.

E-RTINET

/! o\ ' ) 8

- L semsors|

2 Terminal Unit

s

An administrator needs to implement proper protection on the OT network.
Which three steps should an administrator take to protect the OT network? (Choose three.)

A. Use segmentation

B. Configure firewall policies with web filter to protect the different ICS networks.

C. Deploy a FortiGate device within each ICS network.

D. Deploy an edge FortiGate between the internet and an OT network as a one-arm sniffer.
E. Configure firewall policies with industrial protocol sensors
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