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Assessing CMMC Level 2 Practices: This section of the exam measures skills of cybersecurity assessors in
evaluating whether organizations meet the required practices of CMMC Level 2. It emphasizes applying
CMMC model constructs, understanding model levels, domains, and implementation, and using evidence
to determine compliance with established cybersecurity practices.

FrRE2

Evaluating Organizations Seeking Certification (OSC) against CMMC Level 2 Requirements: This section
of the exam measures skills of cybersecurity assessors and focuses on evaluating the environments of
organizations seeking certification at CMMC Level 2. It covers understanding differences between logical
and physical settings, recognizing constraints in cloud, hybrid, on-premises, single, and muilti-site
environments, and knowing what environmental exclusions apply for Level 2 assessments.
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CMMC Assessment Process (CAP): This section of the exam measures skills of compliance professionals
and tests knowledge of the full assessment lifecycle. It covers the steps needed to plan, prepare, conduct,
and report ona CMMC Level 2 assessment, including the phases of execution and how to document and
follow up on findings in alignment with DoD and CMMC-AB expectations.
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CMMC Level 2 Assessment Scoping: This section of the exam measures skills of cybersecurity assessors
and revolves around determining the proper scope of a CMMC assessment. It involves analyzing and
categorizing Controlled Unclassified Information (CUI) assets, interpreting the Level 2 scoping guidelines,
and making accurate judgments in scenario-based exercises to define what assets and systens fall within
assessment boundaries.

>> CMMC-CCAZ B <<


https://drive.google.com/open?id=1zig3Zu6_i-pwIt-Qc8BWJws3oeHzJQr-
https://www.newdumpspdf.com/CMMC-CCA-practice-test.html
https://www.vcesoft.com/CMMC-CCA-pdf.html

CMMC-CCAZE {8 : Certified CMMC Assessor (CCA) Exam% 3% 8 i#
#&&H, Cyber ABCMMC-CCA

HRAEBITRERS? R4 REHVCESofift) Cyber ABCMMC-CCABRFT 5 HE? FiA MR EME R H &R
ITE S 6+ A0 B I CMMC-CCARRRE 5 A BT TT 3R AT . BRATAIE FICMMC-CCASEE BB THI [ B KBE R, B8
SR B 5 48 P A0 5 BAR K R Rk . 4TI DARE R Bl b 7E A (T B L A Cyber AB CMMC-CCARE R, fj B 5 #

e, FEMREHBERMNOELE, BEEZ—FK R EEHRY.

B H ) Cyber ABCMMC CMMC-CCA % &% A EE (Q18-Q23):

i 8 #18

An OSC seeking Level 2 certification has a fully cloud-based environment. The assessor must evaluate fulfilliment of Level 2
requirements the OSC implements versus those handled by the cloud service provider.

‘Which document would be BEST to identify the Level 2 requirements handled by the OSC's cloud provider?

A. Shared Responsibility Matrix

B. Identity and Access Management (IAM) Plan
C. Zero Trust Architecture

D. Cloud Security Baseline White Paper
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The Shared Responsibility Matrix (Customer Responsibility Matrix) is the authoritative document that specifies which security
responsibilities are owned by the OSC versus the Cloud Service Provider (CSP). This enables assessors to determine which
CMMC practices apply to the OSC and which are inherited from the provider.

Exact extracts:

* "External Service Providers (ESPs), including CSPs, must provide a Shared Responsibility Matrix that delineates customer versus
provider responsibilities."

* "Assessors should request and review this matrix to determine practice applicability." Why other options are incorrect:

* A: Zero Trust Architecture is a design framework, not a responsibility breakdown.

* C: White papers are marketing/technical resources, not binding assignments of responsibility.

* D: IAM Plans address access management, not overall shared responsibilities.

References:

CMMC Scoping Guide - External Service Providers.

CMMC Assessment Guide - Level 2, Use of Shared Responsibility Matrices.
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An OSC is planning a CMMC Level 2 assessment that your C3PAO will conduct. In Phase 1.6.1 - Access and Verify Evidence, as
the Lead Assessor, you are verifying the existence and accessibility of the evidence provided by the OSC. While reviewing the list of
evidence mapped against the CMMC practices, you discover that the OSC cannot locate several critical system security policies for
key IT systems supporting their DoD contracts. These missing policies are essential for demonstrating compliance with various
CMMC practices related to access control, incident response, and system maintenance. What is the primary role of the CMMC
Quality Assurance Professional (CQAP) regarding the Pre- Assessment Form?

e A. To assignroles and responsibilities for each Assessment Team member.

¢ B. To verify the accuracy and completeness of the information before uploading to CMMC eMASS.
e C. To configure access controls within the CMMC eMASS system

e D. To schedule CMMC eMASS training sessions for C3PAO representatives.
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Comprehensive and Detailed in Depth Explanation:

The CQAP's primary role in Phase 1 is to ensure Pre- Assessment Form accuracy before eMASS upload (Option A). Options B,
C, and D are not CQAP duties.

Extract from Official Document (CAP v1.0):

* Section 1.6 - Prepare for Assessment (pg. 18):'The CQAP verifies the accuracy andcompleteness of the Pre- Assessment Form
data before uploading to CMMC eMASS." References:
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CMMC Assessment Process (CAP) v1.0, Section 1.6.
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An OSC specializing in developing directed energy systens plans to bid on a DoD contract to produce a

250kW High Energy Laser Weapon System (HELWS). This system is to be deployed on millitary bases across the globe to protect
U.S. servicemen against aerial threats, including mortars, rockets, and unmanned aerial vehicles (UAVs), as well as swarms of mini-
UAVs. Because of the sensitivity of the mformation, the OSC has prohibited using emails to transmit information regarding the
project, whether encrypted or otherwise.

They also have instituted procedures to remove CUI from the email system. What CMMC assessment requirements must the
Assessment Team follow regarding the OSC's email system?

A. Review the SSP in accordance with practice CA.L.2-3.12.4 - System Security Plan.

B. The Assessment Team must assess the email system against all CMMC practices.

C. Since there are measures in place to prevent CUI transfer through email, the email systemis out of scope and there is no
need to assess it against CMMC practices.

¢ D. Review the SSP in accordance with CA.[.2-3.12.4 - System Security Plan and assess against other CMMC practices.
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Comprehensive and Detailed Explanation:

The email system s a Contractor Risk Managed Asset (CRMA), as it can but is not intended to handle CUI due to strict policies.
CRMAs are in scope, and the CMMC Assessment Scope - Level 2 requires their review in the SSP per CA.12-3.12.4 to verify
compliance, but not against all practices (Options B, D). Option A is incorrect, as CRMAs are not out of scope. C is correct.
Reference:

CMMC Assessment Scope - Level 2, Section 2.3.2 (CRMAs), p. 5: "CRMAs are reviewed in the SSP per CA.

[2-3.124."
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Sarah, a Certificd CMMC Assessor, is conducting an assessment for DataSecure, a cloud service provider that hosts various
applications for the Defense Industrial Base (DIB). During the assessment, Sarah encounters a complex and highly specialized cloud
architecture that leverages cutting-edge technologies such as containerization, serverless computing, and advanced security controls.
As Sarah reviews the evidence provided by DataSecure for the relevant CMMC practices, she realizes that some of the evidence
and implementations are unlike anything she has encountered in previous assessments. What is the most appropriate action for Sarah
to take as a CCA in this scenario?

e A Defer the assessment until she can receive additional training on the specific technologies used by DataSecure.

e B. Thoroughly research and understand DataSecure's cloud architecture, seek clarification from subject matter experts, and
evaluate the evidence within the context of their specialized environment.

e C. Strictly adhere to a standardized assessment checklist, regardless of DataSecure's unique architecture.

¢ D. Request DataSecure to simplify their architecture and align with more traditional IT practices for easier evaluation.
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Comprehensive and Detailed in Depth Explanation:

The CAP requires assessors to adapt to unique implementations by researching and understanding them, not forcing simplification
(Option A), ignoring context (Option B), or delaying unnecessarily (Option C). Option D ensures a thorough, context-aware
assessment.

Extract from Official Document (CAP v1.0):

* Section 2.2 - Conduct Assessment (pg. 25):"Assessors shall research and understand unique implementations, seeking clarification
from SMEs as needed." References:

CMMC Assessment Process (CAP) v1.0, Section 2.2.
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A manufacturing company is seeking Level 2 certification. The loading docks are currently accessible directly from the company's

main parking lot, which may lead to unauthorized access to facilities. Based on this information, how should this method be modified



to BEST meet Level 2 requirements?

A. Tmplement physical perimeter controls, such as turnstiles, to limit access.

B. Require visitors to check in at the reception desk and maintain a visitor log.

C. Implement physical perimeter controls, such as cameras, to limit access to only authorized personnel.

D. Implement physical perimeter controls, such as a gate with a badge system, to limit access to only authorized personnel.

ZX: D
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* Applicable Requirement: PE.1.2-3.10.3 - "Control physical access to organizational systens, equipment, and the respective
operating environments."

* Why D is Correct: A gate with a badge system represents preventive perimeter control that ensures only authorized personnel can
access sensitive areas (e.g,, loading docks). This directly aligns with Level 2 physical protection requirements.

Why Other Options Are Insufficient:

* A (Turnstiles): More relevant for internal building entry, not loading docks.

* B (Visitor log): Supports accountability, but does not prevent unauthorized entry.

* C (Cameras): Provides monitoring but not control - surveillance alone does not restrict access.

References (CCA Official Sources):

* NIST SP 800-171 Rev. 2 - PE12-3.10.3

* NIST SP 800-171A - PE.L2-3.10.3 Assessment Objectives

* CMMC Assessiment Guide - Level 2, Physical Protection
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