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Amazon AWS Certified Al Practitioner Sample Questions (Q286-Q291):

NEW QUESTION # 286

An Al practitioner trained a custom model on Amazon Bedrock by using a training dataset that contains confidential data. The Al
practitioner wants to ensure that the custom model does not generate inference responses based on confidential data.

How should the Al practitioner prevent responses based on confidential data?

A. Mask the confidential data in the inference responses by using dynamic data masking.

B. Encrypt the confidential data in the custom model by using AWS Key Management Service (AWS KMS).
C. Encrypt the confidential data in the inference responses by using Amazon SageMaker.

D. Delete the custom model. Remove the confidential data from the training dataset. Retrain the custom model.
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Answer: D

Explanation:

‘When a model is trained on a dataset containing confidential or sensitive data, the model may inadvertently learn patterns from this
data, which could then be reflected in its inference responses. To ensure that a model does not generate responses based on
confidential data, the most effective approach is to remove the confidential data from the training dataset and then retrain the model.
Explanation of Each Option:

Option A (Correct): "Delete the custom model. Remove the confidential data from the training dataset.

Retrain the custom model."This option is correct because it directly addresses the core issue: the model has been trained on
confidential data. The only way to ensure that the model does not produce inferences based on this data is to remove the confidential
information from the training dataset and then retrain the model from scratch. Simply deleting the model and retraining it ensures that
no confidential data is learned or retained by the model. This approach follows the best practices recommended by AWS for
handling sensitive data when using machine learning services like Amazon Bedrock.

Option B: "Mask the confidential data in the inference responses by using dynamic data masking."This option is incorrect because
dynamic data masking is typically used to mask or obfuscate sensitive data in a database.

It does not address the core problem of the model beingtrained on confidential data. Masking data in inference responses does not
prevent the model from using confidential data it learned during training,

Option C: "Encrypt the confidential data in the inference responses by using Amazon SageMaker.'This option is incorrect because
encrypting the inference responses does not prevent the model from generating outputs based on confidential data. Encryption only
secures the data at rest or in transit but does not affect the model's underlying knowledge or training process.

Option D: "Encrypt the confidential data in the custommodel by using AWS Key Management Service (AWS KMS)."This option is
incorrect as well because encrypting the data within the model does not prevent the model from generating responses based on the
confidential data it learned during training. AWS KMS can encrypt data, but it does not modify the learning that the model has
already performed.

AWS Al Practitioner References:

Data Handling Best Practices in AWS Machine Learning: AWS advises practitioners to carefully handle training data, especially
when it involves sensitive or confidential information. This includes preprocessing steps like data anonymization or removal of
sensitive data before using it to train machine learning models.

Amazon Bedrock and Model Training Security: Amazon Bedrock provides foundational models and customization capabilities, but
any training involving sensitive data should follow best practices, such as removing or anonymizing confidential data to prevent
unintended data leakage.

NEW QUESTION # 287

A company is building a new generative Al chatbot. The chatbot uses an Amazon Bedrock foundation model (FM) to generate
responses. During testing, the company notices that the chatbot is prone to prompt injection attacks.

What can the company do to secure the chatbot with the LEAST implementation effort?

A. Use chain-of-thought prompting to produce secure responses.

B. Fine-tune the FM to avoid harmful responses.

C. Use Amazon Bedrock Guardrails content filtters and denied topics.
D. Change the FM to a more secure FM.

Answer: C

NEW QUESTION # 288

A company is training its entployees on how to structure prompts for foundation models.

Select the correct prompt engineering technique from the following list for each prompt template. Each prompt engineering technique
should be selected onetime. (Select THREE.)

* Chain-of-thought reasoning

* Few-shot learning

* Zero-shot learmning

Answer:

Explanation:

NEW QUESTION # 289



A company is using custom models in Amazon Bedrock for a generative Al application. The company wants to use a company-
managed encryption key to encrypt the model artifacts that the model customization jobs create. Which AWS service meets these
requirements?

A. AWS Secrets Manager

B. Amazon Inspector

C. Amazon Macie

D. AWS Key Management Service (AWS KMS)

Answer: D

Explanation:

Comprehensive and Detailed

AWS KMS provides customer-managed encryption keys (CMKs) that can be used to encrypt model artifacts and other sensitive
data at rest.

Bedrock mtegrates with AWS KMS to allow encryption of customized models with your own keys.

Amazon Inspector is for vulnerability scanning, Amazon Macie for sensitive data discovery, AWS Secrets Manager for storing
credentials and secrets.

Reference:

AWS Documentation - Using KMS with Amazon Bedrock

NEW QUESTION # 290
A financial company uses a generative Al model to assign credit limits to new customers. The company wants to make the decision-
making process of the model more transparent to its customers.

A. Apply explainable Al techniques to show customers which factors influenced the model's decision
B. Develop an interactive UI for customers and provide clear technical explanations about the system
C. Use a rule-based system instead of an ML model

D. Increase the accuracy of the model to reduce the need for transparency

Answer: A

Explanation:

* Explamnable Al (XAI) techniques such as SHAP (SHapley values) or feature attribution provide transparency by showing which
input factors influenced decisions.

* A is not scalable for complex use cases.

* C does not guarantee real interpretability.

* D ignores the regulatory need for explamnability.

# Reference:

AWS SageMaker Clarify - Explainable Al

NEW QUESTION # 291
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