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‘Which statement about the FortiSOAR management extension is correct?

A. Tt runs as a docker container on FortiAnalyzer.

B. It requires a FortiManager configured to manage FortiGate.
C. It does not include a limited trial by default.

D. It requires a dedicated FortiSOAR device or VM.
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The FortiSOAR management extension is designed as an independent security orchestration, automation, and response (SOAR)
solution that integrates with other Fortinet products but requires its own dedicated device or virtual machine (VM) environment.
FortiSOAR is not natively integrated as a container or service within FortiAnalyzer or FortiManager, and it operates separately to
manage complex security workflows and incident responses across various platforms.

Let's examine each option to determine the correct answer:

* Option A: It requires a FortiManager configured to manage FortiGate

* This is incorrect. FortiSOAR operates independently of FortiManager. While FortiSOAR can receive input or data from
FortiGate (often managed by FortiManager), it does not require FortiManager to be part of its setup.

* Option B: It runs as a docker container on FortiAnalyzer

* This is incorrect. FortiSOAR does not run as a container within FortiAnalyzer. It requires its own dedicated environment, either as
a physical device or a virtual machine, due to the resource requirements and specialized functions it performs.

* Option C: It requires a dedicated FortiSOAR device or VM

* This is correct. FortiSOAR is deployed as a standalone device or VM, which enables it to handle the intensive processing needed
for orchestrating security operations, integrating with third-party tools, and autormating responses across an organization's security
mffastructure.

* Option D: It does not include a limited trial by default

* This is incorrect. FortiSOAR installations may come with trial options or demos in specific scenarios, especially for evaluation
purposes. This depends on licensing and deployment policies.

* The FortiSOAR platform, as outlined in Fortinet product documentation, is a standalone SOAR solution that requires a dedicated
device or VM for deployment. It integrates with Fortinet's Security Fabric but operates separately from FortiAnalyzer,
FortiManager, and FortiGate, focusing on advanced incident management and security autormation.

EE #43
Refer to the exhibit.
Laptop]1 is used by several admmnistrators to manage FortiAnalyzer. You want to configure a generic text filter that matches all login

attempts to the web interface generated by any user other than "admin” and coming from Laptop]1.
Which filter will achieve the desired result?

e A operation-login & srcip=10.1.1.100 & dstip—=10.1.1.210 & user—admin
¢ B. operation-login & performed or—"GUI(10.1.1.210)' & user!=admin
e C. operation-login & performed or—"GUI(10.1.1.100)" & user!=admin
e D. operation-login & dstip=10.1.1.210 & userl-admin
Y. C
A2 #44

What are two of the key features of FortiAnalyzer? (Choose two.)

A. Reports

B. Virtual domains (VDOMEs)
C. Cloud-based management
D. Centralized log repository

Y. AD

BE #45
‘Which two FortiAnalyzer features allow you to build a dataset and a chart automatically, based on a filtered search result? (Choose



two.)

A. Dataset Library

B. Export to Report Chart (FortiView)
C. Chart Builder

D. Custom View
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EHE #46
Which two statements about log forwarding are true? (Choose two.)

A. You can use aggregation mode only with another FortiAnalyzer.
B. The client retains a local copy of the logs after forwarding.

C. Logs are forwarded in real-time only.

D. Forwarded logs cannot be filtered to match specific criteria.
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