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Your company runs front-end web servers in Azire. You need to deploy a Linux VM to be used as a web server.

To protect your web servers with a web application firewall (WAF), you deploy FortiWeb to secure applications from web-based
attacks.

Which FortiWeb operation mode can you implement for this scenario?

A. Passive monitoring

B. True transparent proxy
C. Transparent inspection
D. Reverse proxy

Antwort: D

Begrindung;

TheReverse Proxymode is the most appropriate FortiWeb operation mode for this scenario. In this mode, FortiWeb sits between
internet users and the Linux web servers, terminating client connections and then forwarding requests to the backend servers. This
enablesdeep inspection, protection from web attacks (like SQL injection and XSS), andfull WAF functionality, making it ideal for
securing front-end web servers exposed to the internet.

19. Frage
How does Azure ExpressRoute contribute to achieving predictable latency for network traffic?

A. By using public internet connections for enhanced routing flexibility
B. By establishing dedicated private connections to Azure data centers
C. By prioritizing Azure ExpressRoute traffic over other network traffic
D. By relying on load balancing to dynamically optimize latency

Antwort: B

Begrindung;

Azure ExpressRouteprovidesdedicated private connectionsbetween on-premises infrastructure and Azure data centers, bypassing
the public internet. This results inmore predictable latency, higher reliability, and better security, making it ideal for mission-critical
workloads.

20. Frage
You want to take advantage of Azure availability zones for your cloud-based Fortinet deployment.
Which two benefits do Azure availability zones provide? (Choose two.)

A. Protect applications and data across muitiple Azure regions

B. Enhanced protection for application and data in a single Azure region

C. Protect applications and data through high availability with fault isolation and redundancy
D. Improve database performance and reliability

Antwort: B,C

Begrindung;
Enhanced protection for application and data in a single Azure region - Availability Zones provide physical separation of
infrastructure within a single Azure region, protecting against datacenter-level failures.




Protect applications and data through high availability with fault isolation and redundancy - They offer fault isolation and redundancy,
enabling high availability for applications and services by distributing them across muiltiple zones within the same region.

21. Frage

Your organization is planning to deploy FortiWeb in Azure to provide a web application security solution to its web servers. One of
the requirements is to have granular control of the number of vCPUs and memory assigned to this resource.

‘Which cloud model could meet this requirement?

A. Function-as-a-Service (FaaS)
B. Infrastructure-as-a-Service (IaaS)
C. Software-as-a-Service (SaaS)
D. Platform-as-a-Service (PaaS)

Antwort: B

Begrindung;

Infrastructure-as-a-Service (IaaS)allows you to deploy FortiWeb as a virtual machine in Azure, giving you granular control over
vCPU and memory allocation. This model provides fulll flexibility over the compute resources and network configuration, which is
essential for deploying and scaling security appliances like FortiWeb.

22. Frage
In Microsoft Entra ID, what is the primary admmnistrative unit that represents an organization and its relationship with Microsoft's
cloud services?

A. Microsoft Entra organization
B. Microsoft Entra subscription
C. Microsoft Entra tenant

D. Microsoft Entra domain

Antwort: C

Begrindung;

AMiicrosoft Entra tenantis theprimary administrative unitthat represents an organization within Microsoft' s identity platform. It defines
theboundary for identity management, access control, and resource governance, and serves as the core entity that connects the
organization to Microsoft's cloud services such as Azure and Microsoft 365.
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