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Sensor Deployment: This domain focuses on verifying installation prerequisites, applying default policies
=x 1 and best practices, uninstalling sensors, and troubleshooting sensor issues across supported operating

systemns.

User Management: This domain covers determining appropriate roles for console access, creating and
FH 2 assigning roles with specific permissions, and managing API keys for platform access.

Host Management and Setup: This domain addresses filtering and organizing hosts, disabling detections
=X 3 and understanding their effects, managing Reduced Functionality Mode situations, locating inactive sensors

and their retention, and utilizing relevant management reports.

Group Creation: This domain covers assigning endpoints to appropriate groups for policy application and
=M 4 following best practices for managing host group structures.

Rules Configuration: This domain involves creating custom IOA rules, configuring exclusions to resolve
FH 5 false positives, managing IOC settings for threat detection, and configuring CID-wide General Settings.

Policy Application: This domain encompasses configuring prevention policies for security posture, sensor
=X 6 update policies, RTR audit policies, containment policies with IP exclusions, and managing quarantined

files.
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During a sensor installation, what unique identifier is given to each sensor?

°

°

°

°
HE: C
HAE #157

A. Endpomnt ID (EID)
B. Computer ID (CID)
C. Agent ID (AID)

D. Security ID (SID)

You are tasked with creating a group for hosts running Windows 10.
What kind of group should you create to make sure all applicable hosts are included in your environment?

[ ]

[ ]

[ ]

[ ]
Y. A
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A. Create a dynamic group with the assignment rule criteria for OS Version set to Windows 10
B. Create a dynamic group with the assignment rule criteria set to OS Type Workstation

C. Create a static group with the assignment rule criteria for OS Version set to Windows 10

D. Create a static group with the assignment rule criteria set to OS Type Workstation

To enhance your security, you want to detect and block based on a list of domains and IP addresses. How can you use IOC


https://www.koreadumps.com/CCFA-200b-practice-test.html

management to help this objective?

B. Using IOC management, import the list of hashes and P addresses and set the action to No Action
C. Using IOC management, import the list of hashes and IP addresses and set the action to Prevent/Block
D. Using IOC management, import the list of hashes and IP addresses and set the action to Detect Only

HE: A

MY

I0C management only allows "Detect only" and "No Action" among the possible actions.

Therefore, it cannot be used to block based on IPs or domains. Custom IOA Rule groups allow to create rule types based on
Network Connection (configuring a remote IP address) and domains, and gives the options to "Monitor", "Detect" and "Kill
Process", being the late one the closest to

"block”.

HEE #159
What are the two triggers that cause a fusion workflow to run?

e A Incident and detections triggers

¢ B. Fusion workflows are manually ran
e C. Condition and action triggers

e D. Event and scheduled triggers

¥e: D

EE #160
What is an example of when you will need to refer to your Customer ID+ Checksum (CIDC)?

¢ A. When youneed to find a specific host in Host Management
¢ B. When uninstalling a Falcon Sensor

e C. When defining host group assignment criteria

e D. When installing a new Falcon Sensor

HE. D
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A. Blocking of Domains and IP addresses is not a function of [OC management. A Custom IOA Rule should be used instead
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