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GUI sessions do not disconnect too early during inactivity. What must the administrator configure to answer this specific request
from the NOC team?

A. Move NOC_Access to the top of the list to ensure all profile settings take effect.
B. Increase the offline value of the Override Idle Timeout parameter in the NOC_Access admin profile.
C. Ensure that all NOC_Access users are assigned the super_admin role to guarantee access
D. Increase the admintimeout value under config system accprofile NOC_Access.

Answer: B

Explanation:
You can override the idle timeout setting per administartor profile using the Override Idle Timeout setting.
You can configure an administrator profile to increase inactivity timeout and facilitate use of the GUI for central monitoring. Then
Override Idel Timeout setting allows the admintimeout value, under the config system accprofile, to be overridden per access
profile..

NEW QUESTION # 58 
Refer to the exhibit.

FortiGate has two separate firewall policies for Sales and Engineering to access the same web server with the same security profiles.
Which action must the administrator perform to consolidate the two policies into one?

A. Replace port1 and port2 with the any interface in a single firewall policy.
B. Create an Interface Group that includes port1 and port2 to create a single firewall policy.
C. Enable Multiple Interface Policies to select port1 and port2 in the same firewall policy.
D. Select port1 and port2 subnets in a single firewall policy.

Answer: C

Explanation:



However, you can enable the Multiple Interface Policies option on the Feature Visibility page to disable the single interface
restriction.

NEW QUESTION # 59 
A FortiGate firewall policy is configured with active authentication, however, the user cannot authenticate when accessing a website.
Which protocol must FortiGate allow even though the user cannot authenticate?

A. TACASC+
B. DNS
C. Kerberos
D. LDAP

Answer: B

Explanation:
DNS traffic must be allowed so the user can resolve domain names and reach the authentication server or web resources, even if
authentication initially fails.

NEW QUESTION # 60 
An administrator wants to form an HA cluster using the FGCP protocol. Which two requirements must the administrator ensure both
members fulfill? (Choose two answers)

A. They must have the heartbeat interfaces in the same subnet.
B. They must have the same HA group ID.
C. They must have the same number of configured VDOMs.
D. They must have the same hard drive configuration.

Answer: B,D

Explanation:
"To successfully form an HA cluster, you must ensure that the members have the same:
* Model: hardware model or VM model
* Firmware version
* Licensing: includes the FortiGuard license, virtual domain (VDOM) license, FortiClient license, and so on
* Hard drive configuration: the same number and size of drives and partitions
* Operating mode: the operating mode-NAT mode or transparent mode-of the management VDOM."
"From a configuration and setup point of view, you must ensure that the HA settings on each member have the same group ID,
group name, password, and heartbeat interface settings. Try to place all heartbeat interfaces in the same broadcast domain, or for
two-member clusters, connect them directly." Technical Deep Dive:
The correct answers are A and D.
A is correct because FGCP cluster formation requires matching HA parameters, and group ID is explicitly one of them. If the group
ID differs, the units will not consider each other part of the same cluster during HA discovery and election.
D is correct because FortiGate HA expects hardware parity in critical platform characteristics, including hard drive configuration. If
disk layout differs, the members do not satisfy the HA formation prerequisites.
B is incorrect because the study guide does not require heartbeat interfaces to be in the same IP subnet. The requirement is that
heartbeat links be in the same broadcast domain, or directly connected in a two-node design. In practice, heartbeat links are Layer 2
adjacency links; IP subnet matching is not the stated requirement.
C is incorrect because the guide does not say both units must start with the same number of configured VDOMs. What must match
is the licensing level and the operating mode of the management VDOM. After cluster formation, the primary synchronizes its
configuration to the secondary.
A practical verification set before forming FGCP HA is:
get system status
show system ha
diagnose sys ha status
Operationally, FGCP then uses the heartbeat links for member discovery, health monitoring, election, and config/session
synchronization. On supported hardware, session forwarding and HA processing can still benefit from FortiGate's ASIC-assisted
architecture, but HA state, config sync, and election logic remain control-plane functions handled by FortiOS.



NEW QUESTION # 61 
Refer to the exhibits. A web filter profile configuration and firewall policy configuration are shown.
You are trying to access www.facebook.com, but you are redirected to a FortiGuard web filtering block page.
Based on the exhibits, what is the possible cause of the issue?





A. The web filter profile feature set is configured incorrectly.
B. For www.facebook.com, the URL filter action is incorrect.
C. The firewall policy inspection mode is incorrect.
D. The web rating override configuration is incorrect.



Answer: D

Explanation:
The web filter profile shows a URL filter override for www.facebook.com with action Monitor, which should allow access.
However, the block page shows FortiGuard categorizing www.facebook.com as Malicious Websites and blocking it. This indicates
that the web rating override configuration is incorrect (the override is not applied properly), so FortiGuard's default category action
takes precedence and blocks the site.
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