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HMA #132
Which of the following actions is performed by the netcat command given below?
nc 55555 < /etc/passwd

A. It fills the incoming connections to /etc/passwd file.

B. It grabs the /etc/passwd file when connected to UDP port 55555.

C. It changes the /etc/passwd file when connected to the UDP port 55555.
D. It resets the /etc/passwd file to the UDP port 55555.
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Adamworks as a Security Admmnistrator for the Umbrella Inc. A project has been assigned to him to strengthen the
security policies of the company, including its password policies. However, due to somme old applications, Adamis only
able to enforce a password group policy in Active Directory with a minimum of 10 characters. He informed the
employees of the company, that the new password policy requires that everyone must have complex passwords with
at least 14 characters. Adam wants to ensure that everyone is using complex passwords that meet the new security
policy requirements. He logged on to one of the network's domain controllers and runs the following command:

Which of the following actions will this command take?

A. Dumps the SAM password file to pwd.txt

B. The password history file is transferred to pwd. txt

C. Dumps the SAM password hashes to pwd.txt

D. Dumps the Active Directory password hashes to pwd.txt
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You are responsible for security at a company that uses a lot of Web applications. You are most concerned about flaws in those
applications allowing some attacker to get into your network. What method would be best for finding such flaws?

A. Code review

B. Automated penetration testing
C. Manual penetration testing

D. Vulnerability scanning
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You are the Admmnistrator for a corporate network. You are concerned about denial of service attacks.
Which of'the following would be the most help against Denial of Service (DOS) attacks?

A. Honey pot

B. Packet filtering firewall

C. Stateful Packet Inspection (SPI) firewall
D. Network surveys.
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Victor works as a professional Ethical Hacker for SecureNet Inc. He wants to use Steganographic file system method to encrypt
and hide some secret information. Which of'the following disk spaces will he use to store this secret information?
Each correct answer represents a complete solution. Choose all that apply.

e A. Unused Sectors
e B. Dumb space
e (. Hidden partition
e D. Slack space
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