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R #57
In which layer is the physical address assigned?
Available Choices (select all choices that are correct)

e A Layer3
e B.lLayer |
e C.Layer2
e D. Layer7

Ef: C
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A manufacturing plant is developing a cybersecurity plan for its IACS that must evolve as new threats emerge and system changes
occur. Which document should serve as the foundation for this evolving security approach?

A. Corporate KPIs unrelated to IACS
B. Security Program (SP) portfolio

C. Security Protection Scheme (SPS)
D. IEC 62443-2-2 only

IEf#: B

iR

The Security Program (SP) portfolio is the correct foundational document for an evolving IACS cybersecurity approach according
to the ISA/IEC 62443 family of standards. ISA/IEC 62443 is explicitly designed around the concept of continuous risk management
and lifecycle-based cybersecurity, rather than static or one-time security implementations.

Step 1: Role of the Security Program (SP)

ISA/TEC 62443-2-1 defines the requirements for establishing, implementing, maintaining, and continuously improving an IACS
Cybersecurity Management System. The Security Program provides organizational governance through policies, roles,
responsibilities, procedures, training, incident handling, change management, and continuous improvement activities. These elements
ensure cybersecurity adapts as threats, vulnerabilities, and system configurations evolve.

Step 2: Need for an evolving security approach

The standard recognizes that IACS environments are long-lived and subject to changing operational conditions, emerging threat
actors, and new vulnerabilities. Therefore, cybersecurity must be managed as an ongoing process. The SP portfolio enables periodic
reassessment of risks, updates to controls, and improvements to security processes throughout the system lifecycle.

Step 3: Relationship between SP and SPS

[EC 62443-2-2 itroduces the Security Protection Scheme (SPS), which is a documented set of technical, procedural, and physical
security measures selected to mitigate identified risks. However, the SPS is not the foundation; it is a product of the Security
Program. The SP governs how the SPS is developed, implemented, operated, and modified over time.

Step 4: Elimination of incorrect options

* "[EC 62443-2-2 only" is insufficient because it addresses SPS development without broader governance.

* Corporate KPIs unrelated to IACS do not manage cybersecurity risk.

* An SPS alone cannot evolve without programmatic oversight.

In alignment with the intent and structure of ISA/IEC 62443, the Security Program (SP) portfolio is the correct foundation for a
cybersecurity plan that must continuously evolve.

B #59
Which of the following BEST describes a control system?

A. Actions to prevent loss of revenue

B. Unauthorized modifications to data

C. Measures taken to protect against unauthorized access
D. Hardware and software components of an [ACS

IEf#: D

R

A control system, particularly in the context of IACS, is defined as a collection of hardware and software components used to
monitor and control industrial processes. This includes PLCs, RTUs, SCADA software, HMIs, and communication networks.
"Control system: A set of hardware and software components that work together to monitor and control industrial or process
operations.”

- ISA/TEC 62443-1-1:2007, Clause 3.3.5 - Terminology

While the other options describe security fimctions or consequences, only Option C accurately describes what a control systemis.
References:

ISA/IEC 62443-1-12007 - Clause 3.3.5

ISA/TEC 62443-2-1 - Asset definitions
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Which U.S. Department is responsible for the Chemical Facility Anti- Terrorism Standards (CFATS)?

e A Transportation Security Administration



¢ B. Departiment of Homeland Security
¢ C. Nuclear Regulatory Commission
¢ D. Department of Energy

IEf#: B

RN -

The Chemical Facility Anti-Terrorism Standards (CFATS) are managed and enforced by the U.S. Department of Homeland
Security (DHS), specifically through the Cybersecurity and Infrastructure Security Agency (CISA).

"CFATS is a DHS regulatory program focused on security at high-risk chemical facilities to prevent terrorist exploitation of
chemicals of nterest."

- Department of Homeland Security, CFATS Program Overview

These standards require facilities to perform vulnerability assessments and implement site security plans, aligning with principles from
frameworks like ISA/IEC 62443.

References:

DHS - CFATS Program Summary

ISA/TEC 62443-2-1 - Alignment with U.S. regulatory programs

HM #o1

Which is a reason for

and physical security regulations meeting a mixed resistance?
Available Choices (select all choices that are correct)

e A Regulations contain only informative elements.

¢ B. There are a limited number of enforced cybersecurity and physical security regulations.
e C. Cybersecurity risks can best be managed individually and in isolation.

¢ D. Regulations are voluntary docurments.

Ef#: B

fEL:

Cybersecurity and physical security regulations are intended to provide guidance and requirements for protecting industrial control
systers from various threats and risks. However, these regulations may face mixed resistance from different stakeholders for various
reasons. One of the reasons is that there are a limited number of enforced cybersecurity and physical security regulations, especially
at the international level. This means that some regions or countries may have more stringent or comprehensiveregulations than
others, creating inconsistencies and challenges for cross-border cooperation and compliance. Moreover, some regulations may be
outdated or not aligned with the current best practices and standards, such as ISA/IEC

62443, which may limit their effectiveness and applicability. Therefore, some organizations may prefer to follow voluntary standards
or frameworks, such as ISA/IEC 62443, rather than mandatory regulations, as they may offer more flexibility and adaptability to the
specific needs and contexts of each industrial control system. References:

* ISA/IEC 62443 Standards to Secure Your Industrial Control System, page 3

* Using the ISA/IEC 62443 Standard to Secure Your Control System, page 9
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