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HR #91
Which of the following can be done with the System Health Display?

¢ A. View a single column of status for SOAR processes. For metrics, click Details.
¢ B. Reset DECIDED to reset playbook environments back to at-start conditions.
e C. Create a temporary, edited version of a process and test the results.
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e D. Partially rewind processes, which is useful for debugging,
EE: A

R -

System Health Display is a dashboard that shows the status and performance of the SOAR processes and components, such as the
autormation service, the playbook daemon, the DECIDED process, and the REST API. One of the things that can be done with the
System Health Display is to reset DECIDED, which is a core component of the SOAR automation engine that handles the execution
of playbooks and actions. Resetting DECIDED can be useful for troubleshooting or debugging purposes, as it resets the playbook
environments back to at-start conditions, meaning that any changes made by the playbooks are discarded and the playbooks are
reloaded. To reset DECIDED, you need to click on the Reset DECIDED button on the System Health Display dashboard.

H #92
Seventy can be set during ingestion and later changed manually. What other mechanism can change the severity or a container?

A. Playbooks

B. Actions

C. Notes

D. Service level agreement (SLA) expiration

H
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HM #93
On the Splunk search head, when configuring the app to search SOAR searchable content, what are the two requirements to
complete the app setup?

A. User accounts and REST API.

B. User accounts and an HTTP Event Collector token.
C. User accounts and universal forwarder.

D. User accounts and syslog,

IEf#: B

fi .-

‘When configuring the Splunk app on the search head to search SOAR (Splunk's Security Orchestration, Automation, and
Response) searchable content, two key components are required:

* User Accounts: The user accounts are necessary to authenticate and authorize users who are accessing SOAR data through the
Splunk app. These accounts manage permissions and access levels to ensure the proper users can search and interact with the data
coming from SOAR.

* HTTP Event Collector (HEC) Token: The HEC token is crucial because it allows the Splunk app to receive data from Splunk
SOAR. SOAR sends events and other data to the Splunk platform via HEC.

This token is used for secure communication and authentication between Splunk and SOAR. The token must be configured in the
Splunk app to allow it to collect and search SOAR data seamlessly.

Other options like syslog, REST API, or a universal forwarder are commonly used methods for ingesting data into Sphunk but are
not specific requirements for setting up the Splunk app to search SOAR content. The HTTP Event Collector is the primary method
for this setup, along with the correct user accounts.

References:

* Splunk Documentation on HTTP Event Collector and SOAR Integration.

* Splunk SOAR App Setup Guide for Splunk Search Head Configuration.

HH #94
A new project requires event data from SOAR to be sent to an external system via REST. All events with the label notable that are
in new status should be sent. Which of the following REST Django expressions will select the correct events?

onwp



IEf#: D

fi .-

The correct REST Django expression to retrieve events with the label "notable" that are in the "new" status is using the container
endpoint, as containers are used to store events and associated data in Splunk SOAR. The expression correctly filters the events by
label (_filter labe="notable") and status (_filter status="new"), ensuring only notable events that are still in the "new" status are
selected.

A and D reference the wrong endpoints (event and notable respectively), which do not align with the container-based model used in
Splunk SOAR for storing and filtering events.

B is incorrect due to the use of _filter name instead of _filter label, which is not a valid filter in this context.

References:

Splunk SOAR Documentation: REST API Endpoints.

Splunk SOAR Developer Guide: Using Django REST for Filtering.

B #95
Which of the following roles is appropriate for a Splunk SOAR account that will only be used to execute automated tasks?

A. Autormation Engineer
B. Service Account

C. Automation

D. Non-Human

IEf#: D

A -

In Splunk SOAR, the Non-Human' role is appropriate for accounts that are used exclusively to execute automated tasks. This role
is designed for service accounts that interact with the SOAR platform programmatically rather than through a human user. It ensures
that the account has the necessary permissions to perform automated actions while restricting access that would be unnecessary or
inappropriate for a non-human entity.
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