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John works as a Penetration Tester in a security service providing firm named you-are-secure Inc.

Recently, John's company has got a project to test the security of a promotional Website www.missatlanta.com and assigned the
pen-testing work to John. When John is performing penetration testing, he inserts the following script in the search box at the
company home page:

<script>alert('Hi, John')</script>

After pressing the search button, a pop-up box appears on his screen with the text - "Hi, John." Which of the following attacks can
be performed on the Web site tested by john while considering the above scenario?

e A. Buffer overflow attack
e B. CSRF attack

e (. XSS attack

e D. Replay attack
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John used to work as a Network Administrator for We-are-secure Inc. Now he has resigned from the company for
personal reasons. He wants to send out some secret information of the company. To do so, he takes an image file and
simply uses a tool image hide and embeds the secret file within an image file of the famous actress, Jennifer Lopez,
and sends it to his Yahoo mail id. Since he is using the image file to send the data, the mail server of his company is
unable to filter this mail. Which of the following techniques is he performing to accomplish his task?

A. Social engineering
B. Steganography
C. Email spoofing

D. Web ripping
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Fill in the blank with the appropriate word.

StackGuard (as used by Immunix), ssp/ProPolice (as used by OpenBSD), and Microsoft's /GS option use defense against
buffer overflow attacks.

R #261
Which of'the following tools is used to attack the Digital Watermarking?

A. 2Mosaic

B. GifShuffle

C. Active Attacks
D. Steg-Only Attack
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E R #262
You are the Administrator for a corporate network. You are concerned about denial of service attacks.
Which of'the following would be the most help against Denial of Service (DOS) attacks?

A. Honey pot

B. Network surveys.

C. Packet filtering firewall

D. Stateful Packet Inspection (SPI) firewall
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