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WGU Cloud-Deployment-and-Operations Exam Syllabus Topics:

Topic Details

Topic 1

Cloud Service Deployment and Management: This section of the exam measures skills of Cloud Engineers
and covers the technical knowledge required to deploy, manage, and operate cloud services. It focuses on
understanding stability, scalability, backup processes, recovery methods, and general deployment
practices. Candidates are expected to show they can handle provisioning, monitoring, and connectivity
tasks needed to support cloud environments.

Topic 2

Configuring Cloud Network Connectivity: This section of the exam measures skills of Cloud Engineers and
covers network connectivity within AWS environments, including setup, troubleshooting, and corrective
actions. Candidates must show they can manage cloud networking in a way that ensures reliable
communication between systems and services.

Topic 3

Automating Cloud Provisioning and Maintenance: This section of the exam measures skills of Cloud
Operations engineers and covers the ability to automate provisioning tasks and ongoing maintenance
activities. It emphasizes using automation tools to streamline cloud resource creation and lifecycle
management. Students must demonstrate they can apply automation to maintain efficient cloud operations.

Topic 4

Ensuring Scalability, Elasticity, and Backup Readiness: This section of the exam measures skills of Cloud
Operations Specialists and covers implementing AWS features that support scalability, elasticity, and
backup readiness. It focuses on enabling cloud systems to handle fluctuating workloads while maintaining
continuity and ensuring critical data remains recoverable.

Topic 5

Optimizing Cost and Performance Baselines: This section of the exam measures skills of Cloud Operations
engineers and covers determining the best balance between cost and performance using AWS services. It
involves selecting suitable configurations and resource types to maintain efficient operations while avoiding
unnecessary spending.

WGU Cloud Deployment and Operations Sample Questions (Q68-Q73):
NEW QUESTION # 68 
(Which CloudWatch metric filter includes log events with the word ERROR but excludes log events with the word WARNING?)

A. ?ERROR ?WARN
B. ERROR -WARN
C. ERROR WARN
D. "ERROR" WARN

Answer: B

Explanation:
A metric filter in Amazon CloudWatch Logs can be used to search for specific terms in log data and create metrics based on the
matches. To include log events with the word "ERROR" and exclude those with the word "WARNING," the correct syntax involves
using a filter pattern with a positive match for "ERROR" and a negation for "WARNING." The correct pattern is "ERROR -
WARN," where the minus sign (-) indicates exclusion of log events containing "WARN." According to the WGU Cloud Deployment
and Operations Study Guide (Section 4.2, CloudWatch Logs), metric filters use a pattern-based syntax where terms are included or
excluded using positive matches and the negation operator (-). This ensures that only logs with
"ERROR" and without "WARN" are processed into the metric.

NEW QUESTION # 69 
(Which type of support plan provides a technical account manager and full use of Trusted Advisor?)

A. Standard
B. Developer
C. Enterprise
D. Business
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Answer: C

Explanation:
The Enterprise support plan provides a technical account manager (TAM) and full use of Trusted Advisor, offering proactive
guidance and comprehensive access to all checks. This plan is designed for large-scale, mission-critical workloads. The WGU
Cloud Deployment and Operations Study Guide (Section 6.4, AWS Support Plans) states, "The Enterprise support plan includes a
dedicated Technical Account Manager and full Trusted Advisor access, providing 24/7 support and proactive optimization
recommendations." Developer, Standard, and Business plans offer limited or no TAM support and partial Trusted Advisor access.

NEW QUESTION # 70 
(Which AWS solution can send email based on CloudWatch alarms?)

A. Kinesis
B. Simple Queue Service (SQS)
C. Simple Notification Service (SNS)
D. Amplify

Answer: C

Explanation:
Amazon CloudWatch alarms can trigger notifications when a metric breaches a defined threshold. The AWS solution designed to
send emails based on these alarms is Amazon Simple Notification Service (SNS). SNS supports sending notifications via email,
SMS, and other protocols when subscribed endpoints are triggered by CloudWatch alarms. The WGU Cloud Deployment and
Operations Study Guide (Section 4.3, Monitoring and Alarms) states that SNS is the primary service for delivering notifications from
CloudWatch, allowing users to configure emailsubscriptions for alarm states. Other options like SQS, Amplify, and Kinesis are not
designed for this purpose.

NEW QUESTION # 71 
(What can AWS Config directly invoke to cause remediation of findings?)

A. Systems Manager document
B. CloudWatch alarm
C. Control Tower guardrail
D. Lambda function

Answer: D

Explanation:
AWS Config can directly invoke an AWS Lambda function to cause remediation of findings by triggering automated responses to
configuration changes or non-compliant resources. This integration enables real-time corrective actions. The WGU Cloud
Deployment and Operations Study Guide (Section 6.1, AWS Config) states, "AWS Config can invoke a Lambda function as a
remediation action, allowing automated fixes for non- compliant resources (e.g., terminating unauthorized instances)." Control Tower
guardrails, CloudWatch alarms, and Systems Manager documents are not directly invoked by Config for this purpose.

NEW QUESTION # 72 
(Which AWS CloudFormation feature should be used to specify the AWS resources to be provisioned?)

A. Exports
B. Template
C. Change set
D. StackSet

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
The CloudFormation template feature should be used to specify the AWS resources to be provisioned. A template is a JSON or
YAML file that defines the resources (e.g., EC2 instances, S3 buckets) and their configurations for deployment. The WGU Cloud



Deployment and Operations Study Guide (Section 5.3, CloudFormation Templates) states, "The template is the core component of
CloudFormation, containing the resource specifications and properties that are provisioned when a stack is created." Change sets,
exports, and stack sets serve different purposes (e.g., previewing changes, sharing outputs, managing multiple stacks).

NEW QUESTION # 73
......
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