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___________ is a critical component of the Detect Function, focusing on observing network traffic in real-time to identify potential
security incidents.

A. Access Control
B. Awareness Training
C. Data Classification
D. Continuous Monitoring

Answer: D

NEW QUESTION # 36 
Which document is designed to limit damage, reduce recovery time, and reduce costs where possible to the organization?

A. Incident Response Plan
B. Business Impact Analysis
C. Risk Assessment Strategy
D. Business Continuity Plan

Answer: D

NEW QUESTION # 37 
COBIT 2019 complements the NIST Cybersecurity Framework by focusing on ___ governance and management objectives.

A. IT
B. Risk
C. Operational
D. Security

Answer: B

NEW QUESTION # 38 
Concerning a risk management strategy, what should the executive level be responsible for communicating?

A. Asset risk
B. Risk mitigation
C. Risk tolerance
D. Risk profile

Answer: C

NEW QUESTION # 39 
A security engineer is responsible for monitoring company software, firmware, system OS, and applications for known
vulnerabilities.
How should they stay current on exploits and information security?

A. Subscribe to security mailing lists
B. Revise vulnerability management plan
C. Implement security awareness training
D. Update company policies and procedures

Answer: A

NEW QUESTION # 40
......
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