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Fortinet NSE 7 - Public Cloud Security 7.6 Architect Sample Questions (Q15-
Q20):

NEW QUESTION # 15

Refer to the exhibit.

A senior administrator in a multinational organization needs to include a comment in the template shown in the exhibit to ensure that
administrators from other regions change the Amazon Machine Image (AMI) ID to one that is valid i their location.

How can the administrator add the required comment in that section of the file?

A. The administrator must convert the template file to YAML format to add a comment.

B. The administrator must update the AWSTemplateFormatVersion to the latest version.

C. The admnistrator can include the comment with the aws cloudformation update-stack command.

D. The administrator can add the comment starting with the # character next to the "Resources" section.

Answer: A

Explanation:

According to theFortiOS 7.6 AWS Administration Guideand theFortinet 7.4 Public Cloud Securitystudy materials regarding
nfrastructure as code (IaC) for cloud deployments:

* JSON Format Limitations (Option B):The exhibit shows an AWS CloudFormation template inJSON (JavaScript Object
Notation) format. JSON, by its official specification,does not support comments.
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There is no native syntax (like // or /* */) to include remarks that are ignored by the CloudFormation parser.

* YAML Support:To add descriptive comments-such as instructing other regional administrators to update the AMI ID-the
administrator must convert the template intoY AMLformat. YAML is a superset of JSON and specifically supports comments using
the#character.

* Best Practice for Multinational Deployments:For organizations operating across multiple AWS regions, using YAML is the
recommended standard because it allows for inline documentation, making templates more maintainable and easier for different
teams to understand regional requirements.

Why other options are incorrect:

* Option A:Comments are part of the template file itself, not a parameter or flag within the aws cloudformation update-stack CLI
command.

* Option C:While # is the correct character for comments in YAML, it isinvalid syntax in JSONand would cause the
CloudFormation stack creation to fail with a parsing error.

* Option D:The AWSTemplateFormatVersion "2010-09-09" is currently the only valid version for CloudFormation templates;
updating it does not add JSON comment support.

NEW QUESTION # 16
Refer to the exhibit.
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‘Which FortiCNP policy type generated the finding shown in the exhibit? (Choose one answer)

A. This finding was generated by a data scan policy.

B. This finding was generated by a risk management policy.
C. This finding was generated by a threat detection policy.
D. This finding was generated by a file collection policy.

Answer: C

Explanation:

Comprehensive and Detailed Explanation From FortiOS 7.6, FortiWeb 7.4 Exact Extract study guide:

Based on the FortiCNP 22.4/24.4 Administration Guide and the Fortinet Cloud Security Study Guide, findings in FortiCNP are
categorized by the specific policy type that triggered the alert.

* Threat Detection Policy (Option B): This policy category is designed to monitor and alert on anomalous User Activity and
Network threats. Specifically, "Suspicious Location" is a predefined threat detection rule that triggers when a user perforns an action
(such as a Download File as seen in the exhibit) froma geographic location or IP address that is not on the organization's allow list
or deviates from established behavioral baselines. The exhibit explicitly shows the "Activity Type" as

"Download File" and the "Policy Name" as "Suspicious Location," both of which fall under the Threat Detection > User Activity
policy tab.

* Policy Hierarchy and Finding Types:

* Threat Detection: Includes User Activity (Suspicious Location, Suspicious Time, Suspicious Movement) and Network findings.
* Data Scan Policy (Option A): These policies are used for content-level inspection, such as searching for Malware or Data Loss
Prevention (DLP) patterns like credit card numbers within files.

* Risk Management Policy (Option C): These policies focus on Cloud Security Posture Management (CSPM), alerting on
misconfigurations such as unencrypted buckets or disabled logging (e.g., CloudTrail).

* File Collection (Option D): While "File Collection” is a configuration object used to define a group of files for monitoring, it is not
the policy type that generates a behavioral alert like

"Suspicious Location'.



NEW QUESTION # 17
Refer to the exhibit.

Terraform configuration

After the mitial Terraform configuration in Microsoft Azure, the terraform plan command is run.
Which two statements about running the terraform plan command are true? (Choose two.)

A. The terraform plan command will deploy the rest of the resources except the service principle details.
B. You cannot run the terraform apply command before the terraform plan command.

C. The terraform plan command makes terraform do a dry run.

D. You nmust run the terraform init command once, before the terraform plan command.

Answer: C,D

NEW QUESTION # 18

Refer to the exhibit.

An experienced AWS administrator is creating a new virtual public cloud (VPC) flow log with the settings shown in the exhibit.
What is the purpose of this configuration?

A. To retain logs for a long term

B. To maximize the number of logs saved
C. To monitor logs in real time

D. To troubleshoot a log flow issue

Answer: A

NEW QUESTION # 19
You are using Ansible to modify the configuration of several FortiGate VMs. What is the mmimum number of files you need to
create, and in which file should you configure the target FortiGate IP addresses?

A. One playbook file for each target and the required tasks, and one inventory file.
B. One text file for all target devices, and one playbook file.

C. One inventory file for each target device, and one playbook file.

D. One .yan file with the targets [P addresses, and one playbook file with the tasks.

Answer: B

Explanation:

Comprehensive and Detailed Explanation From FortiOS 7.6, FortiWeb 7.4 Exact Extract study guide:

Based on theFortiOS 7.6 Automation Guideand the provided documentation for Ansible workflows, the following structure is
required for managing mutltiple FortiGate nodes:

* Inventory File (The Target List):The inventory is a single file that defines the list of managed nodes.

It specifies critical information such as hostnames, connection details, and specifically thelP addresses of the target devices.
According to the study guide, this inventory is atext filethat lists all the systens you want to manage.

* Playbook File (The Task List):You create and edit a separate file that acts as theplaybook. This file is written nY AML formatand
contains the series of tasks that Ansible performs on the managed nodes to reach a desired state.

* Minimum File Count:A basic Ansible workflow consists of exactlytwo files: one nventory file (text) and one playbook file
(YAML). By listing the target IP address (e.g., 10.0.206.131) within the inventory text file, the admmnistrator can manage the
FortiGate device without needing individual files for every target.



Why other options are incorrect:

* Option A & C:Creating a separate playbook or inventory file foreachtarget is inefficient and contradicts the core Ansible
workflow, which uses a single inventory to manage multiple hosts.

* Option B:While the playbook is a .yam file, the study guide specifically defines the inventory (where IP addresses are configured)
as atext filein the context of the basic workflow.

NEW QUESTION # 20
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