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B #57

Which two capabilities are core to the vDefend Distributed Firewall architecture for effective workload protection?
(Choose two)

Response:

e A Distributed policy enforcement on every host

B. Granular rule creation using Layer 7 inspection
C. Policy enforcement based on IP sets only

D. Requires physical firewall for micro-segmentation
E. Context-aware rules applied per vNIC
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P #58
What is the purpose of section-based rule organization in the vDefend firewall management console?
Response:

A. Tt groups alerts by criticality for log inspection

B. It speeds up the deployment of physical firewall devices

C. It enables NSX Manager to replicate rules across datastores

D. It organizes firewall rules into logical blocks for easier administration and evaluation order
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B #59
Which feature of the vDefend firewall architecture helps avoid hair-pinning of east-west traffic?
Response:

A. Edge NAT configuration

B. Traffic redirection to perimeter firewall

C. Centralized gateway-based firewalling

D. Local rule enforcement at the hypervisor kernel level
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E #60
Which NSX component is responsible for correlating malware events and providing detailed threat visibility?
Response:

A. NSX Manager Security Dashboard
B. vCenter Alarm Manager

C. NSX Edge Gateway

D. NSX Malware Prevention Engine
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E #61
‘Which component plays a key role in enforcing distributed firewall policies across hypervisors in a private cloud environment?
Response:

A. NSX Policy Manager

B. vCenter High Availability
C. vSphere Lifecycle Manager
D. vSAN Data Plane
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