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21. Frage
Enterprises can deliver full security controls inline, without needing to decrypt traffic.

e A True
e B. False

Antwort: B

Begriindung;

The correct answer is B. False . In Zero Trust architecture, full inline security depends on the ability to inspect what is actually inside
the traffic flow, not just the fact that a connection exists. When traffic is encrypted, security services cannot fully evaluate malware,
command-and-control traffic, sensitive data movement, risky application behavior, or policy violations unless the traffic is decrypted
and inspected .

Zscaler's TLS/SSL inspection guidance makes this clear by positioning decryption as essential for complete visibility and
enforcement across encrypted internet traffic.

Without decryption, an organization may still apply limited controls such as destination reputation, IP-based filtering, category
decisions, or metadata-based enforcement. However, that is not the same as full security controls inline . Full Zero Trust protection
requires deeper visibility into content and transactions so that threat prevention, Data Loss Prevention (DLP), cloud application
controls, sandboxing, and other advanced protections can be applied accurately. Because modern traffic is heavily encrypted, failing
to decrypt creates blind spots and weakens policy enforcement. Therefore, the statement is false: enterprises cannot deliver full inline
security controls across encrypted traffic without decryption.

22. Frage
‘When connecting to internal applications, something that you manage, what is the right way to implement Zero Trust for inbound
connections?

e A Only allow connections via a secure point-to-point VPN connection.

e B. Allow direct access for connections from enterprise-managed devices and enforce authorization for unmanaged devices,
on-site or remote.

e C. Allow direct access for on-site initiators and enforce authorization for remote connections.

¢ D. Direct access to internal applications must never be allowed. Furthermore, internal applications should never be exposed
to any untrusted initiator and thus must be dark. Only authorized users can connect.

Antwort: D

Begriindung;

The correct answer is A . Zscaler's Zero Trust architecture explicitly states that applications should be inaccessible unless the user is
authorized and that the attack surface should remain mvisible even to authorized users until policy allows access. The ZPA
segmentation guidance says that decoupling the user from network-based access makes applications invisible unless the user is
authorized, and the Universal ZTNA guide similarly states that applications should be inaccessible unless the user is authorized.

This means internal applications should not be exposed by default through open inbound listeners or broad network reachability. The
Zero Trust model is to keep applications effectively dark to unauthorized initiators and make them available only through the policy-
brokered access path. That is more secure than allowing direct access for on-site users, managed devices, or VPN-connected
users, because those approaches reintroduce implicit network trust.

Therefore, the correct implementation is to avoid direct exposure of internal applications and allow access only for authorized users
through the Zero Trust access model . That aligns directly with ZPA's goal of no broad network access and no lateral movement.

23. Frage
What are some of the outputs of dynamic risk assessment?

A. An ML/AI-driven engine analyzing and determining application segments after wildcard domains are established.
B. Categories, criteria, and insights pertaining to each access request.

C. A full PCAP of'the inline data transfer.

D. A backup and restore configuration process, run manually during a change window.



Antwort: B

24. Frage
What is policy enforcement built to enable?

A. Forwarding traffic on to a virtual DMZ.

B. Granular access from the verified initiator only to the verified application, under the correct risk and content controls.
C. Blocking access to applications and the network.

D. Network access to all available applications.

Antwort: B

Begriindung;

The correct answer is C. In Zero Trust architecture, policy enforcement exists to provide precise, least- privileged access. It is not
designed to place a user broadly onto the network, and it is not limited to simply blocking everything. Instead, it enables granular
access from the verified nitiator to the specific verified application, while also applying the correct policy conditions related to risk,
content inspection, and business requirements.

This is one of the central differences between Zero Trust and legacy security models. Traditional VPN and firewall architectures
often grant broad network connectivity first and then attempt to restrict behavior afterward. Zero Trust reverses that logic. The user
is not trusted because they reached the network. Instead, the user receives access only to the exact application or service that policy
permits, and only under the validated conditions for that request.

That is why granular policy enforcement is so important. It reduces attack surface, limits lateral movement, and aligns access with
identity, context, and content-aware controls. Therefore, the best answer is granular access from the verified mitiator only to the
verified application, under the correct risk and content controls.

25. Frage
Businesses undertake to increase efficiency, improve agility, and achieve a competitive advantage.

A. Blue teaming exercises

B. Digital transformation journeys
C. Red teaming exercises

D. Disaster recovery planning

Antwort: B

Begrindung;

The correct answer is A. Digital transformation journeys . Businesses adopt digital transformation initiatives to modernize operations,
improve responsiveness, increase efficiency, and create competitive differentiation. In the context of Zero Trust architecture, digital
transformation is especially important because applications, users, and data are no longer confined to a traditional data center or
corporate campus. As organizations move to cloud services, support remote work, and digitize workflows, legacy perimeter-based
security models become less effective.

Zero Trust fits into this journey by providing a security model that aligns with modern business change.

Instead of relying on static network trust, it supports application-aware, identity-based, and context-driven access. That allows the
business to move faster while still enforcing security consistently across distributed environments.

The other options do not fit the business objective in the question. Blue teaming and red teaming are security testing and defense
exercises, while disaster recovery planning is a resilience activity. All are valuable, but they are not the broad transformation effort
undertaken to improve agility and competitiveness. Therefore, the correct answer is digital transformation journeys .
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