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Microsoft GitHub Actions Sample Questions (Q83-Q88):

NEW QUESTION # 83
As a developer, you have a 10-MB data set that is required in a specific workflow. Which steps should you perform so the dataset
is stored encrypted and can be decrypted during the workflow? (Choose three.)

¢ A Store the encryption keys in a GitHub encrypted secret.
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B. Leverage the actions/download-secret action in the workflow.

C. Encrypt the dataset.

D. Commit the encrypted dataset to the same repository as the workflow

E. Create a GitHub encrypted secret with the Large object option selected and upload the dataset.
F. Store the dataset in a GitHub encrypted secret.

G. Compress the dataset

Answer: A,C,F

Explanation:

First, the dataset should be encrypted before being stored. This ensures that the data is protected when stored in a repository.

The encrypted dataset can be stored in a GitHub secret, ensuring it is securely kept and not exposed publicly.

The encryption key needed to decrypt the dataset should also be stored in a GitHub secret to maintain security during the workflow,
allowing access only when needed.

NEW QUESTION # 84
As a developer, you need to leverage Redis in your workflow. What is the best way to use Redis on a self-hosted Linux runner
without affecting future workflow runs?

A. Add a run step to your workflow, which dynamically installs and configures Redis as part of your job.

B. Set up Redis on a separate machine and reference that instance from your job.

C. Install Redis on the hosted runner image and place it in a runner group. Specify label: in your job to target the runner group.
D. Specify container: and services: in your job definition to leverage a Redis service container.

Answer: D

Explanation:

Creating Redis service containers

You can use service containers to create a Redis client in your workflow. You can create a Redis service for jobs that run in
containers or directly on the runner machine.

Configuring the runner job

The example uses the ubuntu-latest GitHub-hosted runner as the Docker host.

The workflow configures a service container with the label redis.

jobs:

# Label of the runner job

runner-job:

# Youmust use a Linux environment when using service containers or container jobs runs-on: ubuntu-latest
# Service containers to run with ‘runner-job’

services:

# Label used to access the service container

redis:

# Docker Hub image

image: redis

# Set health checks to wait until redis has started

options: >-

--health-cmd "redis-cli ping”

--health-interval 10s

--health-timeout 5s

--health-retries 5

ports:

# Maps port 6379 on service container to the host

- 6379:6379

Reference:

https://docs.github.com/en/actions/tutorials/use-containerized- services/create-redis-service- containers

NEW QUESTION # 85

As a DevOps engineer, you need to execute a deployment to different environments like development and testing based on the
labels added to a pull request. The deployment should use the releases branch and trigger only when there is a change in the files
under 'apps' folder. Which code block should be used to define the deployment workflow trigger?



e Aon
pull request:
types: [labeled]
branches:
- 'releases/**'
paths:
- 'apps'

e B.on:
pull request review:
types: [labeled]
branches:
- 'releases’'
paths:
- 'apps/**'

e C.on
pull request:
types: [labeled]
branches:
- 'releases’
paths:
- 'apps/**'

e D. on
pull request label:
branches:
- 'releases’
paths:
- 'apps/**'

Answer: C

Explanation:

Incorrect:

[Not A] pull request activitiy type labeled not specified.

pull request label is not a trigger.

[Not B] Specifies branches branches that has a name that starts with releases. We are only interested in the release branch.
branches:

- 'releases/**'

[Not C]

pull request review

Runs your workflow when a pull request review is submitted, edited, or dismissed. A pull request review is a group of pull request
review comments in addition to a body comment and a state.

Reference:

httpsz/docs.github.com/en/actions/reference/workflows-and-actions/events- that-trigger-workflows

NEW QUESTION # 86
As a developer, how should you enable step debug logging for a workflow?

¢ A Include the following code block in your workflow:
defaults:
ACTIONS_STEP DEBUG: true
¢ B. Setthe ACTIONS STEP DEBUG secret or variable at the repository level to true.
e C. Use the --actions-step-debug flag when calling the workflow.
¢ D. Include the following code block in your workflow:
env:
ACTIONS_STEP DEBUG: true

Answer: B

Explanation:



Enabling debug logging

Ifthe workflow logs do not provide enough detail to diagnose why a workflow, job, or step is not working as expected, you can
enable additional debug logging.

Enabling step debug logging

Step debug logging increases the verbosity of a job's logs during and after a job's execution.

1. To enable step debug logging, set the following secret or variable in the repository that contains the workflow:
ACTIONS_STEP_DEBUG to true. Ifboth the secret and variable are set, the value of the secret takes precedence over the
variable.

2. After setting the secret or variable, more debug events are shown in the step logs.

Reference:

httpsz/docs.github.com/en/actions/how-tos/monitor-work flows/enable-debug-logging

NEW QUESTION # 87
‘Which configuration lines correctly set the workflow name in a GitHub Actions workflow file?
(Choose 2)

A. nane: release-flow-42

B. namre: ${{ "release-flow-42" } }
C. name: ${{ 'release-flow-42' } }
D. run-name: release-flow-42

Answer: A,C

Explanation:

The correct options are name: release-flow-42 and name: ${{ 'release-flow-42' } }. Both set the workflow name that appears in the
Actions interface and on the workflow page.

The plain static name key with a simple string sets the workflow name clearly and predictably. It is the most straightforward way to
define the workflow title.

The expression form with a single quoted string evaluates to the same literal value. GitHub Actions accepts a string result for the
workflow name, so this produces a valid name while keeping consistency with other places where expressions are used.

NEW QUESTION # 88
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