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Veeam VMCE_ v12 Exam Syllabus Topics:

Topic Details
¢ Verifying recoverability: This section of the exam covers the creation of automated tests to ensure
Topic 1 recoverability from backups and replicas.
¢ Incident Response Planning: This section of the exam covers integrating Veeam Backup and Replication
Topic 2 into the incident response strategy.
Topic 3 ¢ Initial security considerations: This section defines ways and tools to secure the Veeam backup server.

¢ Virtual machine backup: This section of the exam covers protecting the VMware and Hyper V to
Topic 4 safeguard VMware that follows SLAs.

o Transport modes: This section ains to analyze different methods to collect and read data from the
Topic 5 production environment.
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o Agent backup: This section of the exam covers the identification of protection groups for autormating the
Topic 6 installation of Veeam Agents.

¢ Unstructured data backup: This section is about highlighting vital features required to protect unstructured
Topic 7 data.

¢ Risk scenarios: This section covers exploring various risk scenarios and identifying the type of risks we may
Topic 8 face in the environment.

¢ Veeam Data Platform: This section deals with the identification and description of the goal of each major
Topic 9 product in the Veeam Data Platform.

¢ Backup copies: This section ensures the process of recoverability and adheres to the 3-2-1 Rule with
Topic 10 backup copy processes.

e Scale-out Backup Repository: This section of the exam covers the description of the architecture,
Topic 11 placement policies, and data tiers.

¢ Replication: This section of the exam covers the description of use cases, architectures, and elements of
Topic 12 replication jobs.

Veeam Certified Engineer vl2 Sample Questions (Q101-Q106):

NEW QUESTION # 101
An engineer has 3 Veeam Backup servers in 3 different data centers. The engineer needs a way to have centralized licensing and
role-based access control. How should the engineer accomplish this with the least effort?

A. Create a web portal using REST API

B. Install the Remote console on a different client
C. Deploy the Enterprise Manager

D. Use the Veeam Web Portal

Answer: C

Explanation:

Veeam Enterprise Manager provides centralized management for Veeam Backup & Replication environments. It enables the
administrator to manage licensing and role-based access control across multiple Veeam Backup servers in different locations,
offering a unified control panel with minimal effort compared to other options that would require more complex setups or custom
development work.

NEW QUESTION # 102
Which of the following Veeam Backup & Replication jobs can use integration with secondary arrays as a data source?

A. Tape backup
B. Replication
C. VM copy

D. Backup

Answer: D

NEW QUESTION # 103

35 VM are running on a Hyper-V platformat a remote office (ROBO). The administrator has been tasked with setting up
replication to the main office (HQ) so it can act as the disaster recovery site. The available bandwidth Is 40 Mbps. RPO the set to
eight hours and the data generated for the Interval Is 300 GB. Which of the following will achieve the RPO?

¢ A. Use replication jobs with copy mode set to "Interval copy". Schedule to run after the backup job.



¢ B. Configure the replication jobs with WAN acceleration enabled. Set the schedule to run every eight hours.
¢ (. Use replication jobs with copy mode set to "periodic copy" and set the interval to every eight hours.
¢ D. Configure the replication jobs set to Direct Mode. Schedule every eight hours.

Answer: B

Explanation:

Explanation

To achieve the RPO of eight hours, the replication jobs must be able to transfer 300 GB of data within that time frame. The available
bandwidth is 40 Mbps, which means that the maximum amount of data that can be transferred in eight hours is about 144 GB (40
Mbps x 8 hours x 60 minutes x 60 seconds / 8 bits). Therefore, the replication jobs need to reduce the amount of data that needs to
be transferred by using some compression or deduplication techniques. The best option for this scenario is to use WAN
acceleration, which is a feature of Veeam Backup & Replication that optimizes data transfer over WAN or slow connections. WAN
acceleration uses global data deduplication, caching, and compression to reduce the amount of data sent over the network and
speed up the replication process. According to Veeam's documentationl, WAN acceleration can reduce the amount of data
transferred by up to 50 times and increase the data transfer speed by up to 20 times.

Therefore, by using WAN acceleration, the replication jobs can easily achieve the RPO of eight hours.

The other options are not as effective as this one. Option A uses replication jobs with copy mode set to

"Interval copy", which is a new mode introduced in Veeam Backup & Replication v10 that copies restore points as soon as they
appear in the source backup repository. However, this option does not use any compression or deduplication techniques, and it also
depends on the backup job schedule, which may not match the RPO requirement. Option B uses replication jobs with copy mode
set to "periodic copy", which is the traditional mode that copies the latest source restore point according to a specified interval.
However, this option also does not use any compression or deduplication techniques, and it may miss some restore points if there
are network outages or failures. Option C uses replication jobs set to Direct Mode, which is a mode that replicates VMs directly
from the source host without using any backup repository. However, this option also does not use any compression or deduplication
techniques, and it may cause additional load on the source host and network. References:

WAN Acceleration - User Guide for VMware vSphere

NEW QUESTION # 104
A power outage on Site A is expected during the night. The disaster recovery strategy has been implemented (see diagram). What is
the correct way to start replicated VMs on Site B to minimize data loss?
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A. Execute "Planned failover".

B. Execute "Failover plan".

C. Power on VMs manually through vCenter.
D. Execute "Permanent failover" from vCenter.

Answer: A

Explanation:

A planned failover is a process that allows for the seamless switching from the original VMs at Site A to their replicas at Site B with
no data loss. This is the correct course of action when a power outage is expected, as it is a controlled process that ensures that all
data is synchronized before the switch is made. This action mmimizes data loss and ensures that the VMs on Site B are up-to-
date.References:

* Veeam Backup & Replication User Guide: Failover and Failback



* Veeam Help Center: Planned Failover Procedure

NEW QUESTION # 105

Veeam Backup & Replication is currently configured to back up different workloads: Windows VMs on vSphere and Linux VMs
on vSphere. A secondary copy of all the backups including transaction logs must be created. Which of the following backup copy
job configurations is the simplest?

A. Two "periodic copy" backup copy jobs

B. A single "periodic copy" backup copy job
C. A single "immediate copy" backup copy job
D. Two "immediate copy" backup copy jobs

Answer: C

Explanation:

Explanation

According to the Veeam Backup & Replication best practice guide1, a new copy job mode was added called immediate copy. This
mode immediately starts the backup copy job as soon as restore points appear in the repository. It also provides the ability to copy
SQL and Oracle log backups which is not possible with traditional periodic backup copyl12.

Therefore, if you want to create a secondary copy of all the backups including transaction logs, you should use an immediate copy
backup copy job. The simplest configuration would be a single immediate copy backup copy job for all workloads (option B)

NEW QUESTION # 106

Hundreds of candidates want to get the Veeam Certified Engineer v12 (VMCE v12) certification exam because it helps themin
accelerating their Veeam careers. Cracking the VMCE v12 exam of this credential is vital when it comes to the up gradation of their
resume. The VMCE v12 Certification Exam helps students earn from online work and it also benefits them in order to get a job in
any good tech company.
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