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HP HPE7-A12 Exam Syllabus Topics:

Section Weight Objectives
- Security architecture and policy enforcement

e 1. Threat defense and compliance
e 2. Micro-segmentation and access control
e 3. Security policy design and deployment

Topic 1: Data Center Network Security and Policy 20%

- Advanced transport and optimization

) o ) ¢ 1. Congestion management and QoS
Topic 2: Lossless and Al-Optimized Networking 15% e 2. Al-driven network optimization
¢ 3. Lossless Ethernet and priority flow control

- Overlay network design and implementation

o 3 . 0 e 1. VXLAN encapsulation and integration
Topic 3: EVPN-VXLAN Overlay Technologies 25% o 2 Multit and scgment routing

e 3. EVPN control plane and routing
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- Management architecture and tools

¢ 1. Integration with cloud and virtualization platforms
¢ 2. Monitoring, visibility and troubleshooting
¢ 3. Fabric management and autormation

Topic 4: Management, Orchestration and Operations 10%

- Requirements analysis and solution design

¢ 1. Business and technical requirement gathering
¢ 2. High-level topology design
e 3. Scalability and high availability planning

Topic 5: Data Center Network Architecture Design 30%
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5 %7 HPE Networking HPE7-A12 %4 & % 54 EL 7 (Q93-Q98):

& #93
What is the primary benefit of using EVPN as the control plane for a VXLAN overlay, compared to traditional flood-and-learn
VXLAN?

A. EVPN only works with [Pv6

B. EVPN eliminates the need for a physical underlay

C. EVPN removes the need for VIEPs

D. EVPN uses BGP to proactively distribute MAC and IP reachability information, reducing unknown- unicast flooding and
improving convergence

EX: D

i RE A «

EVPN leverages MP-BGP to advertise MAC and IP host routes proactively between VTEPs, avoiding the flooding and slow
convergence associated with traditional flood-and-learn VXLAN. It still requires an underlay and VTEPs, and works with both IPv4
and IPvo.

FIE #94
You have successfully installed, configured, and migrated the customer to the new Aruba CX data center equipment. What
documents are normally part of the post-installation deliverables?

A. Conpleted RFP Responses
B. Inventory

C. Equipment data sheets

D. Support entitlerment QR codes

ZX: B

BB -
Post-installation deliverables normally include updated as-built documentation such as device nventory, configurations, topology,
and implementation details. Data sheets and RFP responses are pre-sales/design documents.
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& #95

A customrer is deploying a cluster of twelve servers running Al workloads. Each server has four NVIDIA GPUs connected with
NVLink. Each server supports 400 GbE connectivity on up to six ports; however, you can recommend using fewer ports. You have
been asked to design a network to for the server's backend Al interconnect. Based on HPE Networking 'ecommendations for this
workload, how many CX 9300-32D switches should you propose?

A0
B. 1
C.2
D.3

ZX: D

i RE B «
For Al backend interconnects, HPE recommends a rail-optimized design with one 400GbE rail per GPU/NIC path. With 4 GPUs
per server, propose 4 CX 9300-32D switches, each serving one rail across the 12 servers.

R #96
A customer wants to migrate froma traditional VLAN-based data center network to a VXLAN/EVPN fabric with minimal
disruption. What is an appropriate first step in the design process?

¢ A Design a coexistence strategy using a VXLAN-to-VLAN gateway (border leaf) to bridge legacy and new segments during
migration

B. Require the customer to migrate all workloads to a public cloud instead

C. Immediately decommission the existing VLAN-based network

D. Skip EVPN control plane design since VXLAN alone is sufficient

ER: A

fE R A«

Migrations should mnimize disruption; a border leaf finction bridges legacy VLLAN-based segments into the new VXLAN/EVPN
fabric so services can be migrated incrementally. EVPN is the standard control plane for VXLAN and should not be skipped, since
it provides MAC/IP learning and reduces flood-and-learn behavior.

FIRE #97
Which two considerations should be included in a disaster recovery (DR) design for a data center network spanning two sites?
(Choose two.)

A. RPO (Recovery Point Objective) and RTO (Recovery Time Objective) targets defined by the business
B. Ensuring only one site has any redundant hardware

C. The color scheme of the network diagrans

D. Layer 2 extension or routed DR approach for workload mobility between sites

E. The customer's preferred font for documentation

EE: AD

fE R A -

DR designs must be driven by business-defined RPO/RTO targets, and the network must support the chosen workload mobility
method (stretched 1.2 via EVPN VXLAN, or routed/L3 failover).

Documentation aesthetics and asymmetric redundancy are not relevant DR design considerations.
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