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GIAC Cloud Security Automation Sample Questions (Q126-Q131):

NEW QUESTION # 126
What is the purpose of runtime security protection in cloud environments?
Response:

A. To limit monitoring capabilities

B. To detect and prevent attacks in real-time
C. To increase system performance

D. To reduce the number of users

Answer: B

NEW QUESTION # 127
What is the purpose of a Content Delivery Network (CDN) in cloud environments?
Response:

A. Centralize content delivery to one location

B. Increase latency for users

C. Improve the speed and availability of content delivery
D. Reduce scalability

Answer: C

NEW QUESTION # 128
Which of'the following is a benefit of integrating security practices into container orchestration?
Response:

A. It allows for automated security scanning and policy enforcement.
B. It increases the number of undetected security incidents.

C. It elimnates the need for security monitoring tools.

D. It ensures that containers are always run as root.

Answer: A

NEW QUESTION # 129

What are some advantages of serverless architectures?
(Select all that apply)

Response:

A. Scalability

B. Simplified deployment process
C. Reduced operational costs

D. Increased management overhead

Answer: A,C

NEW QUESTION # 130
What is a potential risk of not rotating secrets regularly?
Response:

e A. Compromised credentials remaining active



¢ B. Reduced monitoring overhead
e C. Improved security

¢ D. Increased performance

Answer: A

NEW QUESTION # 131
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