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1. What is soliware secunity?
Dats rransmission security by using HTTPS and SS5L
Security that websites use, such as Web Apphication Firewall to block and
monitor HTTP iraffic
BL-t'unI) that networks use, such us a firewall allowing only intended traffic
Security that deals with secunng the foundational programmatic logic of the
underlying software
- ANSWER . Sccunity that deals with secuning the foundational
programnetic logic of the underlying soltware

RATIONALE: Soliware security focuses on the carly stages of the
software development hife eyele (SIDLC) and the underlying code of a
given application.

2 SDLC Phuse 1- ANSWER splanning - a vision and next steps are created

3. SDLC Phase 2- ANSWER requirements - necessary soflwire requiremants
are detenmined

4. S5DLC Phuse 3- ANSWER sdesign - requirements ure prepared for the

technical design
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¢ Design Pattern Selection and Implementation: This section of the exam measures skills of Software
Developers and Software Architects and covers the selection and implementation of appropriate design
patterns. Learners examine common design patterns and their applications in software development. The
material focuses on understanding when and how to apply specific patterns to solve recurring design
problens and improve code organization.

Topic 1

¢ Software System Management: This section of the exam measures skills of Software Project Managers

and covers the management of large scale software systens. Learners study approaches for overseeing
Topic 2 software projects from conception through deployment. The material focuses on coordination strategies
and management techniques that ensure successful delivery of complex software solutions.

o Software Architecture Types: This section of the exam measures skills of Software Architects and covers
various architecture types used in large scale software systems. Learners explore different architectural

Topic 3 models and frameworks that guide system design decisions. The content addresses how to identify and

evaluate architectural patterns that best fit specific project requirements and organizational needs.
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WGUSecure Software Design (KEO1) Exam Sample Questions (Q34-Q39):

NEW QUESTION # 34
Which design and development deliverable contains the types of evaluations that were performed, how many times they were
performed, and how many times they were re-evaluated?

A. Security testing reports

B. Security test execution report
C. Renediation report

D. Privacy compliance report

Answer: A

Explanation:

Security testing reports are the most likely deliverables to contain detailed records of evaluations, their frequency, and re-evaluations.
Here's why:

* Purpose of Security Testing Reports: These reports document the results of security testing, including;

* Types of tests: Vulnerability scans, penetration tests, code reviews, etc.

* Frequency: How often tests were conducted (e.g,, per build, per release cycle).

* Re-evaluations: If vulnerabilities were discovered, these reports will track whether and how often those were retested after
remediation.

* Focus on Testing: The question specifically emphasizes evaluations, which aligns with the core content of security testing reports.

NEW QUESTION # 35

A company is moving forward with a new product. Product scope has been determined, teams have formed, and backlogs have
been created. Developers are actively writing code for the new product, with one team concentrating on delivering data via REST
services, one Team working on the mobile apps, and a third team writing the web application.

‘Which phase of the software development lifecycle (SDLC) is being described?

e A Deployment
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¢ B. Inplementation
e C. Design
¢ D. Requirements

Answer: B

Explanation:

The phase being described is the Implementation phase of the SDLC. During this phase, the actual development starts, and the
product begins to be built. The tearrs are actively writing code, which is a key activity of the Implementation phase. This phase
involves translating the design and specifications into executable code, developing the software's features, and then integrating the
various components into a full- fledged system

The Software Development Life Cycle (SDLC): 7 Phases and 5 Models1.
What Is the Software Development Life Cycle? SDLC Explained2.
SDLC: 6 Main Stages of the Software Product Development Lifecycle3.
Software Development Life Cycle (SDLC) Phases & Models4.

NEW QUESTION # 36
An individual is developing a software application that has a back-end database and is concerned that a malicious user may run the
following SOL query to pull information about all accounts from the database:

Which technique should be used to detect this vulnerability without running the source codes?

A. Cross-site scripting
B. Dynamic analysis
C. Fuzz testing

D. Static analysis

Answer: D

Explanation:

Static analysis is a method used to detect vulnerabilities in software without executing the code. It mvolves examining the codebase
for patterns that are indicative of security issues, such as SQL injection vulnerabilities. This technique can identify potential threats
and weaknesses by analyzing the code's structure, syntax, and data flow.

References:

* Static analysis as a means to identify security vulnerabilities 1.

* The importance of static analysis in the early stages of the SDLC to prevent security issues2.

* Learning-based approaches to fix SQL injection vulnerabilities using static analysis3.

NEW QUESTION # 37
Which software control test examines the internal logical structures of a program and steps through the code line by line to analyze
the program for potential errors?

A. White box testing
B. Reasonableness testing
C. Black box testing

D. Dynamic testing
Answer: A

Explanation:

White box testing, also known as clear box testing, glass box testing, transparent box testing, and structural testing, is a method of
software testing where the internal structure, design, and coding of the software are tested to verify the flow of input-output and to
improve the design, usability, and security. It involves looking at the structures that are internal to the system, with the tester having
knowledge of the internal workings of the product. This type of testing is concerned with examining the internal logical structures of
the program and is typically performed by stepping through the code line by line to analyze the program for potential errors, which
aligns with the description of the control test in question.

References:



* Control Structure Testing - GeeksforGeeks1
* What is White Box Testing? - BrowserStack2
* Software Testing Strategies Chapter 18 - 1IT3

NEW QUESTION # 38

The scrum team decided that before any change can be merged and tested, it must be looked at by the learns lead developer, who
will ensure accepted coding patterns are being followed and that the code meets the team's quality standards.

Which category of secure software best practices is the team performing?

A. Training

B. Architecture analysis
C. Penetration testing
D. Code review

Answer: D

Explanation:

The practice described is Code review, which is a part of secure software development best practices. Code reviews are conducted
to ensure that the code adheres to accepted coding patterns and meets the team's quality standards. This process mvolves the
examination of source code by a person or a group other than the author to identify bugs, security vulnerabilities, and ensure
compliance with coding standards.

References:

* Fundamental Practices for Secure Software Development - SAFECodel.

* Secure Software Development Framework | CSRC2.

* Secure Software Development Best Practices - Hyperproof3.

NEW QUESTION # 39
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