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200-201 A BE I E (Q99-Q104):

HM #99
How is NetFlow different from traffic mirroring?

¢ A Traffic mirroring costs less to operate than NetFlow.

¢ B. NetFlow generates more data than traffic mirroring,

¢ C. NetFlow collects metadata and traffic mirroring clones data.

e D. Traffic mirroring impacts switch performance and NetFlow does not.

Ef: C

A -

NetFlow is a network protocol developed by Cisco for collecting IP traffic information and monitoring network traffic. It collects
metadata of the IP traffic flowing across networking devices like routers and switches. On the other hand, Traffic mirroring involves
capturing all the data packets that flow through a particular point in the network to analyze or inspect them later. Reference= Cisco
Cybersecurity Operations Fundamentals

B #100
Refer to the exhibit.
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5 33-443 [ACK] Se -:

22 0 022996 10.0.2.15 192 1 50586—443 [ACK] Seq-]
23 0.023212 10.0.2.15 192 24 50588—443 [PSH, ACK]

25 0.023445 152.124.249%9.9 10. 0 e 15 TCP 62 443—50588 [ACK] Seg=]
26 0.023617 192.124.249.9 10.0.2.15 TCP 62 443-50586 [ACK] Seg=l
27 0.037413 192.124.249.9 10.0.2.15 TCP 2792 -50586 [PSH, ACK]
28 0.037426 10.0.2.15 = 192.124.249.9 TCP | 5 6—=443 [ACK] Sea=:
‘|
> Frame 24: 261 bytes on wire (2088 bits), 261 bytes captu 8 bits)
> Linux cooked capture
> Internet Protocol Version 4, Src: 10.0.2.15 (10.0.2.W5) @Dst: 192.124.249.9 (192.124.2
> Transmission Control Protocol, Src Port: 50586 058 st Port: 443 (443), Seg: 1, A
~ Data [205 bytes]
Data: 16030100c8010000c403030e06ead JeoCl3ab4eebf...
[Length: 205] Ge
L
0000 00 04 00 01 00 06& 08 0O = 83 000 08 00 .eesenns 12, PO
0010 45 00 00 £f5 48 7b 40 40006 2b £3 0a 00 02 Of E...H{@. @.+..... g
0020 c0 7c £9 09 c5 9a If de b4 0054 a8 02 . |iceeierns: womaeaisgess
0030 50 18 72 10 c6 7cg 16 :03 01 00:¢8: 01 .00 00 P |ne e
0040 ¢4 03 03 Qe 8 dl 76 76 cl 3a bd 6e bf ...:i .. LR o I OO
0050 e6 b8 b8 b2 dé 6d 0d 38 fb 91 45 de fc ee ....... W LB
0060 8b ée £8 cO 2b c0 2f cc a9 cc a8 c0 2¢ .N..... £ o svasetioe
0070 <c0 30 cO 09 c0 13 c0 14 00 33 00 39 00 2f Disivis w379/
0080 00 35 00 Oa 00 00 74 00 00 00 16 00 14 00 00 .S5..... } o

0090 11 77 77 77 2e 6¢c 69 6e 75 78 €6d €9 6e 74 2e 63 .wwwlin uxmint.c
00a0 6f 6d 00 17 00 00 £f 01 OO0 01 00 00 Oa 00 08 00 OM..:.vecs ssssssss
00b0 06 00 17 00 18 00 19 00 Ob 00 02 01 00 00 23 00 ..eceveun asaasue #.
00cO 00 33 74 00 00 00 10 00 17 00 15 02 68 32 08 73 .3t..... MR, 1
00d0 70 64 79 2f 33 2e 31 08 68 74 74 70 2f 31 2e 31 pdy/3.1. http/l.1
00e0 00 05 00 05 01 00 00 00 OO0 00 Od 00 18 00 16 04 ......e0 2ssssass
00f0 01 05 01 06 01 02 01 04 03 05 03 06 03 02 03 05 ..vvrrer eneossss
0100 02 04 02 02 02 . ieeas

Which application protocol is in this PCAP file?

A HTTP
B. TCP
C.TLS
D. SSH

Ef: A

fE L

The PCAP file in the exhibit shows a Transmission Control Protocol (TCP) commumication between two IP addresses. In the data
section of the packet capture, "pdy/3.1... http/1" isvisible, indicating that HTTP (Hypertext Transfer Protocol) is being used as the
application protocol for this communication.

References = The Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) course material covers the analysis of
network traffic using tools like packet analyzers to identify application protocols in usel.

B #101
‘What is the dataflow set in the NetFlow flow-record format?

A. Dataflow set is a collection of binary patterns

B. Dataflow set provides basic information about the packet such as the NetFlow version
C. Dataflow set is a collection of HEX records.

D. Dataflow set is a collection of data records.

EM: D



B #102

Drag and drop the security concept on the left onto the example of that concept on the right.

Risk Assessment

Vulnerability

Exploit

Threat

Risk Assessment

X network is compromised
lack of an access list

configuration review

leakage of confidential information

Vulnerability

Explmt

Risk Assessment Threat
Vulnerability Vulnerability
Exploit Risk Assessment
N L = H ’
e Exploit
B #4103
Refer to the exhibit.

Empioyes Name Role 3
Employes 1 Chief Accountant

Empicyee I | Headar Managed Cyber Secunty |

Employee 3 g cll Amminasiraton
urity Operation Cenler Anabyst
Head of Netwark & Securty

Eﬂpmee 45 "ke

IS ASArLCIURE SArvICEs
ﬂ«l ol | i e

Employee T Technical Dwector

Which stakeholders must be involved when a company workstation is compromised?

¢ A Enployee 1, Enployee 2, Enployee 4, Employee 5
¢ B. Employee 2, Employee 3, Employee 4, Employee 5

¢ C. Employee 4, Employee 6, Enployee 7

¢ D. Enployee 1 Employee 2, Employee 3, Employee 4, Employee 5, Employee 7
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