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¢ (Centralized management: This domain focuses on deploying and managing SD-WAN using FortiManager
=1 for centralized control. It includes implementing branch configuration deployment and using SD-WAN

Manager with overlay orchestration to simplify large-scale network management.

¢ Advanced IPsec: This section covers the deployment of advanced IPsec configurations within SD-WAN
=X 2 environments. It includes implementing hub-and-spoke IPsec topologies, configuring ADVPN, and
supporting multihub, multiregion, and large-scale secure SD-WAN deployments.

¢ Rules and routing; This section explains how to design and apply SD-WAN rules to control traffic steering
=X 3 across mutltiple WAN links. It also includes configuring SD-WAN routing to ensure proper path selection
and connectivity between networks.

¢ SD-WAN troubleshooting: This domain explains how to diagnose and resolve issues related to SD-WAN
= 4 operation. It includes troubleshooting SD-WAN rules, session behavior, routing problems, and ADVPN
connectivity to maintain reliable network performance.

¢ SD-WAN setup: This domain covers how to deploy an enterprise SD-WAN environment by designing
SD-WAN members and zones and configuring them for efficient traffic management. It also focuses on

FH S implementing Performance SLAs to monitor link quality and ensure applications use the best available path.
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Refer to the exhibit.
FortiGate policy route

branch_fgt # diagnose firewall proute list
list route policy info(vf=root):

id=1(0x01) dscp_tag=0xfc flags=0x0 tos=0x0 tos_mask=0x00 protocol=0 port=src(0->0): dst(0->0)
iif=7 (port5)

path(1l): oif=5(port3) gwy=10.0.1.255

source wildcard(1l) : 10.0.1.128/255.255.255.128

destination wildcard(1): 0.0.0.0/0.0.0.0 F HTInET
hit_count=0 rule_last_used=2024-12-13 01:40:44 !

id=2131427329(0x7£0b0001) wvwl_service=1(Critical-DIA), vwl_mbr_seg=2 1 dscp tag=0Oxfc Oxfc flags=
0x0 tos=0x0

tos_mask=0x00 protocol=0 port=src(0->0) :dst (0->0) iif=0(any)

path(2): oif=4(port2), oif=3(portil)

source(l) : 10.0.1.0-10.0.1.255

destination wildcard(1): 0.0.0.0/0.0.0.0

application control(2): Salesforce(16920,0) SMTP Signed.Email (28991,0)

hit_count=732 rule_last_used=2024-12-12 12:30:16

id=2131427329(0x7£070003) vwl_service=3(Corp), vwl mbr_seg=4 S 6 dscp_tag=0xfc Oxfc flags=0x0
tos=0x0 tos_mask=0x00 protocol=0 port=src(0->0) :dst (0->0) iif=0(any)

path(3): oif=20(HUB1-VPN1l), o0if=21(HUB1-VPN2), o0if=22 (HUB1-VPN3)

source(l) : 10.0.1.0-10.0.1.255

destination (1): 10.0.0.0-10.255.255.255

hit_count=0 rule_last_used=2024-12-12 02:29:25

id=2131165188(0x7£070004) vwl_service=4 (LAN-to-Corp2), vwl_mbr_seg=l 2 dscp_tag=0xfc Oxfc flags=
0x10 load-balance hash-mode=round-robin tos=0x0 tos_mask=0x00 protocol=0 port=src(0->0):dst (0->
0) iif=0(any)

path(2): oif=3(portl) num pass=1, oif=4(port2) num pass=1

source(l) : 10.0.1.0-10.0.1.255

destination (1): 10.66.0.0-10.66.0.255

hit_count=0 rule_last_used=2024-12-13 01:43:31

‘What conclusions can you draw about the traffic received by FortiGate originating from the source LAN device 10.0.1.133 and
destined for the company's SMTP mail server at 10.66.0.125?

¢ A ForliGate steers the traffic from the LAN device 10.0.1.133 to the company SMTP mail server
10.66.0.125 through port2.
¢ B. FortiGate steers the traffic from the LAN device 10.0.1.133 to the company SMTP mail server
10.66.0.125 through the SD-WAN member ID 4.
¢ C. FortiGate steers the traffic from the LAN device 10.0.1.133 to the company SMTP mail server 10.66
0.125 through port3.
e D. FortiGate steers the traffic from the LAN device 10.0.1.133 to the SMTP mail server 10.66.0.125 through the SD-WAN
member ID 1 or 2.

Y. C

EHE #42
Refer to the exhibits.
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You are using FortiManager to manage the branch devices and configure the SD-WAN tenmplate.

You update the configuration to address new user requirements and set the firewall policies shown in the second exhibit.
Then, when you use the install wizard to install the updated configuration and firewall policy package on the branch devices,
FortiManager reports the error shown in the third exhibit.

‘Why can't FortiManager install the configuration on the branch devices?

A. You nust direct traffic with the default security profile to a VPN tunnel.

B. You cannot install firewall policies that reference an SD-WAN member.

C. You camnot install firewall policies that reference an SD-WAN zone.

D. You camnot install firewall policies for HTTPS traffic with no SSL inspection.

Hg: B

ME.

FortiManager SD-WAN templates require firewall policies to reference SD-WAN zones (or the virtual-wan-link abstraction), not
individual SD-WAN member interfaces. In the exhibit, one of the policies directly uses a member interface (portl) instead of an SD-
WAN zone, which causes validation and installation failure during the policy package deployment. FortiManager therefore rejects
the installation because SD-WAN member-level references in policies are not supported in managed SD-WAN deployments.

EE #43
Which two features must you configure before FortiGate can steer traffic according to SD-WAN rules? (Choose two.)



A. Firewall policies
B. Security profiles
C. Overlay links

D. Traffic shaping
E. Underlay links

HY: AE

Y.

SD-WAN rule-based steering depends on having usable WAN paths defined in the SD-WAN fabric and a policy framework that
allows traffic to be evaluated and redirected accordingly.

Underlay links must be configured so FortiGate has reachable physical or logical WAN interfaces to build SD-WAN paths and
perform path selection. Firewall policies are also required because SD-WAN rules are evaluated within policy processing, and
without an appropriate policy, traffic cannot be matched and steered through SD-WAN logic.

EE #4

You configured an SD-WAN rule with the best quality strategy and selected the predefined health check, Default FortiGuard, to
check the link performances against FortiGuard servers.

For the quality criteria, you selected Custom-profile- 1.

Which factors does FortiGate use, and in which order. to determine the Iink that it should use to steer the traffic?

A. Links that meet the SLA targets - Member configuration order - Member local cost
B. Latency - Member configuration order - Link cost threshold

C. Link quality index - Member configuration order - Link cost threshold

D. Latency - Jitter - Packet loss - Bibandwidth - Memnber configuration order

e C

MH.
FortiGate determines the member with the best quality using three factors: member configuration order, the link-cost-threshold
setting, and the value of the metric measured for the member.

EE #45
You want FortiGate to use SD-WAN rules to steer local-out traffic.
Which two constraints should you consider? (Choose two.)

A. You can steer local-out traffic only with SD-WAN rules that use the manual strategy.

B. You must configure each local-out feature individually to use SD-WAN.

C. By default, local-out traffic does not use SD-WAN.

D. By default, FortiGate uses SD-WAN rules only for local-out traffic that corresponds to pingand traceroute.

HE. B,C

dE:

By default, local-out traffic does not use SD-WAN — FortiGate normally sends local-out traffic (e.g., DNS, NTP, FortiGuard
updates) directly through its interfaces without applying SD-WAN rules.

You nust configure each local-out feature individually to use SD-WAN — To steer local-out traffic via SD-WAN, you must
explicitly configure the desired local-out features (e.g., DNS, FortiGuard, CAPWAP) to use SD-WAN rules.

EE #46
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