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VPN Solutions in Azure: This section of the exam measures skills of a Network Security Engineer and
addresses secure connectivity between Azure and on-premises environments. Candidates will review the
different site-to-site VPN options available in Azure, configure tunnels between FortiGate devices and
Azure VPN gateways, and understand how Azure Virtual WAN enhances global connectivity.
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Azure Public Cloud Concepts: This section of the exam measures skills of'a Cloud Engineer and covers
foundational knowledge of public cloud computing, with a focus on Azure. Candidates are expected to
understand core cloud concepts and how Azure implements them through services such as compute,
storage, and networking. It also includes basic elements of Azure networking and built-in security services
that support cloud-native operations.
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Azure Route Server Use Cases: This section of the exam measures skills of a Cloud Engineer and explores
real-world applications of the Azure Route Server. It includes identifying scenarios where Route Server is
used to streamline routing operations, support hybrid connectivity, and improve manageability in complex
network topologies.
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Azure Route Server Concepts: This section of the exam measures skills of a Cloud Engineer and covers
the basics of Azure Route Server. The focus is on understanding what the Azure Route Server is, how it
functions within a virtual network, and how it simplifies the management of dynamic routing by automating
route exchange with network virtual appliances.
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Azire Virtual WAN: This section of the exam measures skills of a Cloud Engineer and explains the
concept and deployment of Azure Virtual WAN. It focuses on building large-scale, optimized, and
automated branch connectivity with Azure regions and services using virtual WAN hubs, improving cloud-
based networking efficiency and scalability.
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¢ High Availability (HA): This section of the exam measures skills of a Network Security Engineer and
focuses on mantaining system resilience within Azure. Candidates are required to demonstrate knowledge

FHM o6 of setting up FortiGate-based high availability in Azure, configuring Azure-native load balancing, and

implementing autoscaling features to ensure continuous service availability and optimal performance.
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EE #66
How does Azure support high-availability in VPN deployments?
Response:

A. By using redundant VPN devices
B. Through geo-redundancy
C. Through automatic scaling

D. By allowing multiple VPN gateways per subscription
: A
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m

EE #67
Refer to the exhibits.

FGT connector se

Azure Connector

Server region

Use managed identity (B

Directory ID © 60b93279-efda-45f5-9¢c1d-e7(999¢. =
ApplicationID © e7ac2b2f-25b1-4e66-96b4-9dbc90e ~

Client secret @ ] |®

This field is required

Resource path ©
Subscription ID 9a359c2e-e035-4d1e-ba17-QB600cb2M

Resource group © Sxlab 4 A B

Application registration key

Client secrets

A secret string that the applhication uses to prove its identity when requesting a token. Also can be referred to as application password

Description Expires

FortGatekey 12/31/2298 application secret
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You are configuring an SDN connector for Azure on a FortiGate device You completed all the required steps on the Azure side.
While configuring the FortiGate side, you notice that you did not save the client secret used in the Azire App Registration.
What is the quickest way to obtain the value of the client secret?

A. Create a new resource group

B. Create a new client secret

C. Create a new app regjstration

D. Create a new external connector for Azure

He: B

Y.

Azure does not allow you to view an existing client secret's value after creation for security reasons. If you did not save the client
secret when it was first generated, the quickest and only option is to create a new client secret under the existing app registration and
use the new value in your FortiGate configuration.

EHE #68
What Fortinet solution can be utilized in Azure to secure web applications?
Response:

A. FortiSandbox
B. FortiManager
C. FortiWeb

D. FortiAnalyzer
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A2 #69
Which scenario best utilizes the Azure Route Server for enhanced functionality?
Response:

A. Managing user access controls

B. Integrating with virtual appliances for dynamic routing
C. Hosting static websites

D. Archiving data

e B

A2 #70
Refer to the exhibit.
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Your organization is planning the implementation of a complex hub-to-spoke solution to meet automated large-scale branch
connectivity with multiple regions, offering a diverse range of connectivity options.
Which Azure networking service can deliver a solution?

A. Azare SD-WAN

B. Azure Firewall Manager
C. Azure Virtual WAN

D. Azare VPN Gateway

He: C

Y.

Azure Virtual WAN is designed for large-scale, automated, and global branch connectivity, supporting hub-and-spoke architectures
across multiple regions. It enables centralized routing, hub-to-hub connectivity, and integrates with VPN, ExpressRoute, and SD-
WAN solutions, making it ideal for complex, multi-region deployments as shown in the diagram
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