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¢ Platform Services: This section measures skills of Cloud Infrastructure Engineers and focuses on the suite

of Zscaler platform services. Key topics include advanced device posture assessments, TLS inspection
FH 1 mechanics, and the application of policy frameworks governing internet, private access, and digital
experience services.

¢ Risk Management: This domain measures skills of Risk Managers and Security Architects in using

Zscaler’s comprehensive risk management suite. Candidates are expected to understand risk capabilities,
FH 2 dashboards, asset and financial risk insights, vulnerability management, deception tactics, identity
protection, and breach prediction analytics.
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o Cyberthreat Protection Services: This domain targets Cybersecurity Analysts and covers broad

cybersecurity fundamentals and advanced threat protection capabilities. Candidates must know about
=zl 3 malware protection, intrusion prevention systems, command and control channel detection, deception
technologies, identity threat detection and response, browser isolation, and incident detection and
response.| Data Protection Services

e Zscaler Zero Trust Automation: This part measures Automation Engineers on their ability to utilize Zscaler
= 4 APIs, including the One API framework, for automating zero trust security functions and integrating with
broader enterprise security and orchestration tools.

o This section assesses Data Protection Officers on techniques to secure data across motion, SaaS, cloud,
=X 5 and endpoints using Zscaler’s Al-driven data discovery and data protection technologies. It involves
securing BYOD environments and understanding risk management to protect sensitive information.
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EE #105
A user is accessing a private application through Zscaler with SSL Inspection enabled. Which certificate will the user see on the
browser session?

A. Real Server Certificate

B. Zscaler generated MITM Certificate

C. No certificate, as the session is decrypted by the Service Edge
D. A self-signed certificate from Zscaler

e B

ME:

When SSL Inspection is enabled and a user accesses a private application through Zscaler, the user will see a Zscaler generated
MITM (Man-In-The-Middle) Certificateon their browser session. Zscaler intercepts and decrypts SSI/TLS traffic at the Service
Edge and then re-encrypts it before forwarding it to the client, presenting its own certificate to maintain the security of the connection
while enabling inspection.

This allows Zscaler to inspect encrypted traffic for threats and policy enforcement transparently without exposing the original server's
certificate. The study guide clarifies this mechanism under SSL Inspection details.

EAE #1006
What can Zscaler Client Connector evaluate that provides the most thorough determination of the trust level of a device as criteria
for an access policy enabling remote access to sensitive private applications?

A. Client Type

B. Trusted Network

C. Posture Profiles

D. SCIM User Attributes

02
m

: C
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Y.
Posture Profiles give a comprehensive view of a device's security state - checking OS version, patch level, antivirus status, disk
encryption, and more - making them the richest criteria for trust decisions in access policies for sensitive private apps.

AE #107
How is data gathered with ZDX Advanced client performance?

¢ A. By generating synthetic transactions to designated Internet and Private applications every 5 minutes and measuring the
performance of those sessions.

¢ B. By constantly analyzing live user sessions to critical SaaS applications and measuring the performance of those sessions.

¢ C. By using Al predictive analysis ZDX can extrapolate near-term client performance based upon recent past data observed.

¢ D. By constantly analyzing live user sessions to both Internet and Private applications and measuring the performance of those
sessions.

HE: D

MY

7DX Advanced gathers data byconstantly analyzing live user sessions to both Internet and Private applicationsand measuring the
performance of those sessions. This real-time monitoring provides accurate and up-to-date performance metrics, enabling quick
identification and resolution of client-side performance issues.

The study guide states that synthetic transactions are a feature but the primary data collection for client performance is through live
session analysis, ensuring precise user experience monitoring,

HE #108

An organization has more than one ZIA instance, each on different clouds. The organization is using the same login domain for both
and upon login users are given this menu in ZCC asking which cloud they would like to join. What steps could an Administrator take
to avoid having this menu appear?

A. Customize an MSI version of the ZCC file specifying the CLOUDNAME variable.
B. Customize an MSI version of the ZCC file specifying the USERDOMAIN variable.
C. Create only one SAML integration with the desired ZIA mstance.

D. Federate the login domain between two different IDP instances.

HE. A

ME:

To avoid prompting users with a cloud selection menu in the Zscaler Client Connector (ZCC), administrators shouldcustomize the
MSI installation package with theCLOUDN AMEparameter. This setting ensures the ZCC automatically connects to the correct ZIA
cloud mstance without user intervention. The CLOUDNAME corresponds to the designated cloud name for the organization's ZIA
tenant, effectively bypassing the prompt.

This is outlined under Zscaler's deployment and configuration instructions for ZCC.

Reference: Zscaler Digital Transformation Study Guide - Zscaler Internet Access (ZIA) > Deployment

AE #109
‘What enables zero trust to be properly implemented and enforced between an originator and the destination application?

A. Trusted network criteria designate the locations of originators which can be trusted.

B. Connectivity between the originator and the destination application is over IPSec tunnels.

C. Access is granted without sharing the network between the originator and the destination application.

D. Cloud firewall policies ensure that only authenticated users are allowed access to destination applications.

He: C

Y.
Zero Trust is achieved by granting users application#level access without ever placing them on the same network as the destination,
ensuring users can reach only the specific app and never the underlying network.
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