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Google Associate Cloud Engineer Exam Sample Questions (Q69-Q74):
NEW QUESTION # 69 
A VM instance is trying to read from a Cloud Storage bucket. IAM roles assigned to the VM service account allows the VM
instance to read from the bucket. But the scopes assigned to the VM deny the reading bucket. What will happen when VM tries to
read from the bucket?

A. The read operation will execute, but a message will be sent to the Stackdriver Logging
B. The read will not execute as IAM roles and scopes both determine what operations will be performed
C. The read will succeed because the most permissive permission is allowed
D. The application performing the read will drop the read operation

Answer: B

NEW QUESTION # 70 
You are hosting an application on bare-metal servers in your own data center. The application needs access to Cloud Storage.
However, security policies prevent the servers hosting the application from having public IP addresses or access to the internet. You
want to follow Google-recommended practices to provide the application with access to Cloud Storage. What should you do?

A. 1. Use nslookup to get the IP address for storage.googleapis.com.2. Negotiate with the security team to be able to give a
public IP address to the servers.3. Only allow egress traffic from those servers to the IP addresses for
storage.googleapis.com.
B. 1. Use Migrate for Compute Engine (formerly known as Velostrata) to migrate those servers to Compute Engine.2. Create
an internal load balancer (ILB) that uses storage.googleapis.com as backend.
3. Configure your new instances to use this ILB as proxy.
C. 1. Using Cloud VPN, create a VPN tunnel to a Virtual Private Cloud (VPC) in Google Cloud Platform (GCP).2. In this
VPC, create a Compute Engine instance and install the Squid proxy server on this instance.3. Configure your servers to use
that instance as a proxy to access Cloud Storage.
D. 1. Using Cloud VPN or Interconnect, create a tunnel to a VPC in GCP.2. Use Cloud Router to create a custom route
advertisement for 199.36.153.4/30. Announce that network to your on-premises network through the VPN tunnel.3. In your
on-premises network, configure your DNS server to resolve *.googleapis.com as a CNAME to restricted.googleapis.com.

Answer: D

Explanation:
Our requirement is to follow Google recommended practices to achieve the end result. Configuring Private Google Access for On-
Premises Hosts is best achieved by VPN/Interconnect + Advertise Routes + Use restricted Google IP Range.
* Using Cloud VPN or Interconnect, create a tunnel to a VPC in GCP
* Using Cloud Router to create a custom route advertisement for 199.36.153.4/30. Announce that network to your on-premises
network through the VPN tunnel.
* In your on-premises network, configure your DNS server to resolve *.googleapis.com as a CNAME to restricted.googleapis.com
is the right answer right, and it is what Google recommends.
Ref: https://cloud.google.com/vpc/docs/configure-private-google-access-hybrid
* You must configure routes so that Google API traffic is forwarded through your Cloud VPN or Cloud Interconnect connection,
firewall rules on your on-premises firewall to allow the outgoing traffic, and DNS so that traffic to Google APIs resolves to the IP
range youve added to your routes.
* You can use Cloud Router Custom Route Advertisement to announce the Restricted Google APIs IP addresses through Cloud
Router to your on-premises network. The Restricted Google APIs IP range is
199.36.153.4/30. While this is technically a public IP range, Google does not announce it publicly. This IP range is only accessible
to hosts that can reach your Google Cloud projects through internal IP ranges, such as through a Cloud VPN or Cloud Interconnect
connection. Without having a public IP address or access to the internet, the only way you could connect to cloud storage is if you
have an internal route to it.
* So Negotiate with the security team to be able to give public IP addresses to the servers is not right.
Following Google recommended practices is synonymous with using Googles services (Not quite, but it is at least for the exam !!).
* So In this VPC, create a Compute Engine instance and install the Squid proxy server on this instance is not right.
* Migrating the VM to Compute Engine is a bit drastic when Google says it is perfectly fine to have Hybrid Connectivity
architectures https://cloud.google.com/hybrid-connectivity.
So,
* Use Migrate for Compute Engine (formerly known as Velostrata) to migrate these servers to Compute Engine is not right.



NEW QUESTION # 71 
You have a Linux VM that must connect to Cloud SQL. You created a service account with the appropriate access rights. You
want to make sure that the VM uses this service account instead of the default Compute Engine service account. What should you
do?

A. Download a JSON Private Key for the service account. On the Custom Metadata of the VM, add that JSON as the value
for the key compute-engine-service-account.
B. When creating the VM via the web console, specify the service account under the 'Identity and API Access' section.
C. Download a JSON Private Key for the service account. After creating the VM, ssh into the VM and save the JSON
under ~/.gcloud/compute-engine-service-account.json.
D. Download a JSON Private Key for the service account. On the Project Metadata, add that JSON as the value for the key
compute-engine-service-account.

Answer: B

Explanation:
Reference:
https://cloud.google.com/compute/docs/access/create-enable-service-accounts-for-instances Changing the service account and
access scopes for an instance If you want to run the VM as a different identity, or you determine that the instance needs a different
set of scopes to call the required APIs, you can change the service account and the access scopes of an existing instance. For
example, you can change access scopes to grant access to a new API, or change an instance so that it runs as a service account that
you created, instead of the Compute Engine default service account. However, Google recommends that you use the fine-grained
IAM policies instead of relying on access scopes to control resource access for the service account. To change an instance's service
account and access scopes, the instance must be temporarily stopped. To stop your instance, read the documentation for Stopping
an instance. After changing the service account or access scopes, remember to restart the instance. Use one of the following
methods to the change service account or access scopes of the stopped instance.

NEW QUESTION # 72 
You created an instance of SQL Server 2017 on Compute Engine to test features in the new version. You want to connect to this
instance using the fewest number of steps. What should you do?

A. Install a RDP client in your desktop. Set a Windows username and password in the GCP Console. Use the credentials to
log in to the instance.
B. Set a Windows password in the GCP Console. Verify that a firewall rule for port 22 exists. Click the RDP button in the
GCP Console and supply the credentials to log in.
C. Set a Windows username and password in the GCP Console. Verify that a firewall rule for port 3389 exists. Click the
RDP button in the GCP Console, and supply the credentials to log in.
D. Install a RDP client on your desktop. Verify that a firewall rule for port 3389 exists.

Answer: C

Explanation:
Explanation
https://cloud.google.com/compute/docs/instances/connecting-to-windows#remote-desktop-connection-app
https://cloud.google.com/compute/docs/instances/windows/generating-credentials
https://cloud.google.com/compute/docs/instances/connecting-to-windows#before-you-begin

NEW QUESTION # 73 
You have production and test workloads that you want to deploy on Compute Engine. Production VMs need to be in a different
subnet than the test VMs. All the VMs must be able to reach each other over Internal IP without creating additional routes. You
need to set up VPC and the 2 subnets. Which configuration meets these requirements?

A. Create a single custom VPC with 2 subnets. Create each subnet in a different region and with a different CIDR range.
B. Create 2 custom VPCs, each with a single subnet. Create each subnet in a different region and with a different CIDR
range.
C. Create a single custom VPC with 2 subnets. Create each subnet in the same region and with the same CIDR range.
D. Create 2 custom VPCs, each with a single subnet. Create each subnet in the same region and with the same CIDR range.



Answer: A

NEW QUESTION # 74
......

Our Associate-Cloud-Engineer learning guide is very efficient tool in the world. As is known to us, in our modern world, everyone is
looking for to do things faster, better, smarter, so it is no wonder that productivity hacks are incredibly popular. So we must be
aware of the importance of the study tool. In order to promote the learning efficiency of our customers, our Associate-Cloud-
Engineer Training Materials were designed by a lot of experts from our company. Our Associate-Cloud-Engineer study materials
will be very useful for all people to improve their learning efficiency.
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